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MODULE 01 

1. Introduction to Embedded & OT Security 

1.1 Introduction and Module Overview 

Cybersecurity for Embedded & OT Systems is a safety-first discipline focused on protecting 

devices and networks that directly control physical processes. Embedded controllers such as 

microcontrollers, PLCs, intelligent electronic devices, and industrial gateways play a central role in 

automation, instrumentation, and power systems. When these systems are disrupted, the impact is 

not limited to data loss. It can lead to equipment damage, production shutdown, environmental 

harm, or safety hazards to people. 

This Module introduces learners to the foundational landscape of Embedded and 

Operational Technology (OT) environments and explains how OT security differs from traditional 

IT security. Students will understand how industrial systems are structured, why availability and 

safety dominate OT priorities, and how cybersecurity must operate within strict reliability and 

change-control practices. 

The purpose of this Module is to build conceptual grounding before students proceed to 

protocols, inventory, monitoring, segmentation, and incident response in later chapters. It also 

introduces globally recognized OT security standards at a high level, helping learners use a 

structured vocabulary for industrial risk management. 

1.2 Overview of Embedded Systems and OT Environments 

Embedded Systems 

An embedded system is a dedicated computing system designed to perform specific tasks 

within a larger physical product or machine. It operates with limited resources, fixed 

responsibilities, and real-time performance constraints. 

Embedded systems typically involve: 

a) Sensing input signals (temperature, pressure, speed, voltage) 

b) Processing logic through firmware/software 

c) Controlling outputs (motor speed, valves, relays, alarms) 

 

Figure 1.1: Embedded System Operation Loop 
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Operational Technology (OT) 

Operational Technology refers to systems that monitor and control physical processes in 

industries such as manufacturing, energy, transport, and utilities. OT includes hardware devices 

and supervisory software that enable automation. 

OT examples include: 

• Production line automation 

• Substation automation in power systems 

• Water treatment monitoring 

• Industrial safety instrumented systems 

Table 1.1: Embedded vs OT Context 

S.No Area Embedded Systems OT Systems 

1 Primary focus Device-level control Process-level control 

2 Typical hardware MCU, sensors, actuators PLCs, RTUs, HMIs, SCADA 

3 Time behavior Real-time or near real-
time 

Real-time and continuous operations 

4 Lifespan 5–15 years (varies) 15–30 years (often longer) 

5 Security 
challenge 

Firmware, ports, updates Availability, segmentation, 
monitoring 

1.3 Difference Between IT Systems and OT Systems 

OT security is not simply “IT security applied to factories.” OT systems operate under 

constraints that make many IT practices risky if applied without adaptation. 

Key differences: 

• IT focuses on confidentiality-first, OT focuses on safety and availability-first 

• IT can tolerate frequent patching, OT requires planned maintenance windows 

• OT systems often run legacy protocols and devices designed before modern threats 

Table 1.2: IT vs OT Security Priorities 

Aspect IT Environment OT Environment 

Top priority Confidentiality Safety & Availability 

Typical downtime tolerance Moderate Very low 

Patch frequency Frequent Controlled and infrequent 

Failure impact Data/finance Physical damage, safety risk 

Change approach Agile changes possible Strict change management 

 

Figure 1.2: Priority Triangle (IT vs OT) 
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1.4 Role of Embedded Controllers in Industrial Automation 

Embedded controllers convert engineering logic into action. They receive data from sensors, 

apply control algorithms, and send commands to actuators. In industrial automation, the most 

common controller is the PLC, built for reliability in harsh environments. 

OT controller ecosystem: 

• PLCs execute control logic and interlocks 

• Drives control motors and speed regulation 

• Protection relays isolate faults in power systems 

• Industrial gateways connect field networks to supervisory systems 

From a cybersecurity viewpoint, controllers are important because: 

• They contain control logic and setpoints 

• They define safe operating limits 

• They interact directly with physical equipment 

Table 1.3: Common Embedded/OT Controllers and Roles 

S.No Device Role in Industry Why Security Matters 

1 PLC Executes control logic Unauthorized changes affect safety 

2 RTU Remote monitoring/control Remote access increases risk 

3 Drive/VFD Motor speed control Disruption can damage equipment 

4 Relay/IED Protection and switching Fault operations can cause outages 

5 Gateway Protocol conversion Becomes a key exposure point 

 

1.5 Safety, Availability, and Reliability as Core Priorities 

OT environments prioritize continuity and safe process operation. Cybersecurity must 

support these goals. Even well-intentioned security actions can cause harm if they interrupt 

operations. 

Definitions: 

• Safety: Prevent harm to people, equipment, environment 

• Availability: Systems operate without unplanned downtime 

• Reliability: Consistent and predictable performance over time 

Table 1.4: Why OT Security Is “Safety First” 

Priority Meaning in OT Example 

Safety Prevent unsafe physical conditions Avoid overpressure in a pump line 

Availability Avoid shutdowns and interruptions Keep production line running 

Reliability Prevent unstable behavior Ensure consistent control timing 

Integrity Prevent unauthorized modifications Stop setpoint changes 

Confidentiality Important but often secondary Protect plant network details 
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1.6 Overview of OT Architecture (Field Devices, PLCs, SCADA, HMI) 

OT systems are commonly structured as layers that separate field operations from 

supervision and enterprise environments. 

Core components: 

• Field devices: sensors and actuators 

• Controllers: PLCs, RTUs, drives 

• Supervisory: SCADA servers, historians 

• Operator interface: HMI panels and alarm consoles 

Table 1.5: OT Components and What They Do 

Component Purpose Examples 

Sensors Measure physical values Pressure, temperature, flow 

Actuators Perform physical actions Valves, motors, relays 

PLC/RTU Execute logic and control Pump control PLC 

HMI Operator visibility & control Touch panel screen 

SCADA Central monitoring and alarms SCADA server 

Historian Stores time-series process data Trend and analysis logs 

 

Figure 1.3: OT Architecture Layer View 
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1.7 Importance of Cybersecurity in Industrial Systems 

Industrial systems are increasingly connected for remote monitoring, predictive 

maintenance, and operational analytics. This connectivity expands the attack surface and increases 

the likelihood that OT systems may be affected by external cyber events. 

Cybersecurity matters in OT because: 

• Physical processes can be impacted by digital changes 

• Operations may be disrupted by malware spillover 

• Misconfigurations can be as dangerous as attacks 

• Recovery is slower due to safety checks and restart constraints 

Table 1.6: OT Cyber Risk Types (Defensive, Non-Exploit) 

Risk Type Simple Meaning Example 

Misconfiguration Wrong settings applied Incorrect network route blocks PLC 

Malware spillover IT malware reaches OT Plant PC infected from email 

Unauthorized access Improper logins Vendor account used out of window 

Uncontrolled change Changes without approval Setpoint changed without record 

Lack of visibility No monitoring/logging No one notices abnormal traffic 

 

1.8 Safety Culture and Change Management in OT 

OT environments rely on disciplined procedures. Strong safety culture means: 

• changes are planned, reviewed, approved 

• roles and responsibilities are clearly assigned 

• deviations are documented and corrected 

Change management is essential because OT systems have long lifecycles and tight 

dependencies. A small network change can unintentionally break communications and stop 

production. 

Table 1.7: Change Control Checklist (Simple OT Version) 

Step What to Do Why It Matters 

1 Identify the change Avoid unclear modifications 

2 Assess safety impact Prevent unsafe operation 

3 Approve with authority Ensure accountability 

4 Schedule maintenance window Avoid production disruption 

5 Implement with rollback plan Restore quickly if failure occurs 

6 Document and verify Enables audits and learning 

 

1.9 Introduction to Global Security Standards (IEC 62443, NIST CSF) 

Standards help industrial teams speak a common security language. This course uses 

standards only at a conceptual level. 

IEC 62443 (High-Level) 

IEC 62443 provides guidance for securing industrial automation systems and introduces: 
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• defense-in-depth 

• segmentation using zones and conduits 

• role-based controls, risk-based design 

NIST Cybersecurity Framework (High-Level) 

NIST CSF is organized into: 

• Identify 

• Protect 

• Detect 

• Respond 

• Recover 

Table 1.8: Standards Mapping (Conceptual) 

Framework Focus What Students Learn Here 

IEC 62443 OT/ICS security 
structure 

Zones, conduits, layered defense 

NIST CSF Risk management 
lifecycle 

Identify → Protect → Detect → Respond → 
Recover 

1.10 Industrial Case Scenario — Small Pump Control Cell 

Scenario Summary 

A small pump cell maintains water pressure in an industrial line. It includes: 

• pressure sensor and flow sensor 

• PLC controlling motor start/stop 

• HMI for operator control 

• network cable connecting PLC and HMI 

Assets (examples) 

• PLC controller and its configuration 

• HMI screen access settings 

• sensor wiring and signal conditioning 

• communication link (switch/cable) 

• setpoints and alarm thresholds 

Table 1.9: Pump Cell Asset and Risk Snapshot 

Asset Why It Is Critical Example Risk (Defensive) 

PLC Controls pump behavior Unauthorized setpoint change 

HMI Operator decisions Shared password misuse 

Sensors Input correctness Wrong calibration causes unsafe control 

Network link Communication path Unplanned disconnect stops monitoring 

Alarm settings Safety threshold Incorrect alarm delay hides warning 
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Mini In-Class Activity  

Pairs: List top 5 assets and write one safety-related risk per asset. 

1.11 Module Review Summary  

Table 1.10: Module Review Summary 

S.No Review Point Explanation 

1 Embedded + OT 
basics 

OT controls physical processes using embedded controllers 

2 IT vs OT priorities OT focuses on safety and availability more than 
confidentiality 

3 OT architecture Field devices → PLCs → HMI/SCADA layers 

4 Security need Cyber issues in OT can cause physical and operational 
damage 

5 Safety culture Change control and disciplined procedures reduce risk 

6 Standards vocabulary IEC 62443 and NIST CSF provide structured security 
thinking 

7 Case thinking Real cells can be secured by identifying assets and risks 

 

1.12 Review Questions 

A. Multiple Choice Questions (MCQs) 

1. In OT environments, the most important priority is usually: 

a) Confidentiality 

b) Safety and availability 

c) Aesthetic UI design 

d) Social media reach 

2. Which component primarily executes control logic in a pump cell? 

a) Sensor 

b) PLC 

c)  SCADA report 

d) Historian 

3. OT systems often have long lifecycles mainly because: 

a) They are fashionable devices 

b) They are not connected to anything 

c) They are expensive, safety-critical, and difficult to change frequently 

d) They require daily reinstallation 

4. Which practice best matches OT safety culture? 

a) Frequent untested changes 

b) Strict change management and approval 
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c) Ignoring documentation 

d) Random password sharing 

5. IEC 62443 is mainly associated with: 

a) Movie ratings 

b) OT security concepts like zones and conduits 

c) Graphic design standards 

d) Social networking rules 

B. Short Answer Questions 

1. Write two differences between IT systems and OT systems. 

2. Explain why change management is critical in OT environments. 

3. List four components in OT architecture and their role. 

4. In the pump cell case, mention three assets and one risk for each. 
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MODULE 02 

2. OT Threat Landscape and Security Standards 

2.1 Introduction and Module Overview 

Industrial environments are increasingly connected. OT networks that once operated in 

isolation now exchange data with enterprise IT systems for monitoring, reporting, predictive 

maintenance, and centralized visibility. This shift improves efficiency, but it also introduces 

cybersecurity risks that OT systems were not originally designed to handle. Unlike IT incidents, 

OT incidents can affect physical equipment, production continuity, and safety outcomes. 

Therefore, understanding threats in OT requires a safety-first mindset, not an attacker mindset. 

This Module explains the OT threat landscape using a defensive perspective. Students learn 

the difference between accidental failures and malicious activities, recognize how insider mistakes 

and misconfigurations create risks, and understand how malware can spill over from IT to OT 

systems. The Module then introduces structured security thinking through defense-in-depth, IEC 

62443 zones and conduits, and the NIST Cybersecurity Framework. Finally, learners practice 

mapping threats to practical preventive and detective controls and analyze public industrial cyber 

incidents as learning cases. 

2.2 Understanding Threats in OT Environments 

A threat in OT is any event or condition that can disrupt safe operations, cause system 

unavailability, or lead to unsafe process behavior. OT threats are not only cyberattacks. They 

include operational errors, device failures, weak procedures, and uncontrolled changes. OT 

environments are especially sensitive because their systems run continuously, depend on real-time 

control, and often use legacy devices and protocols. 

Common characteristics of OT threats 

a) Impact can be physical and immediate 

b) Detection is often difficult due to limited logging 

c) Recovery may require safety verification and controlled restart 

d) Devices are long-lived and may not support modern security features 

Table 2.1: Major OT Threat Categories (Defensive View) 

S.No Threat Category Meaning Example (Safe Explanation) 

1 Operational error Mistakes during operation Wrong setpoint entered on 
HMI 

2 Misconfiguration Incorrect system/network 
setup 

PLC placed in wrong subnet 

3 Malware spillover Malware reaches OT via IT 
link 

Infected laptop connected to 
OT 

4 Unauthorized 
access 

Access without proper 
approval 

Vendor account used outside 
window 

5 Supply chain risk Risk from external 
vendors/tools 

Unverified firmware or tool 
update 

6 Physical risk Unsafe physical access Unlocked panel for PLC cabinet 
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Figure 2.1: OT Threat Surface 
 

2.3 Accidental Failures vs Malicious Activities 

In OT, many serious incidents occur without a “hacker.” Accidental failures are common 

and sometimes more likely than deliberate attacks. A defensive engineer must be able to distinguish 

between these two classes because response strategies differ. Accidental failures often require 

corrective action and process improvement, while malicious activities require containment, 

evidence preservation, and broader security response. 

Accidental failures include: 

• incorrect configuration updates 

• wrong wiring or sensor calibration 

• unintended interactions between systems 

• untested changes during production 

Malicious activities include: 

• unauthorized access attempts 

• intentional modification of settings 

• deliberate disruption of services 

• abuse of credentials 

Table 2.2: Accidental vs Malicious Events 

Aspect Accidental Failures Malicious Activities 

Intent No harm intended Intentional harm or misuse 

Typical cause Human error, process gaps Unauthorized access, misuse 

Detection Often discovered via faults/alarms May be subtle and hidden 

Response focus Restore safely + prevent recurrence Contain + investigate + harden 

Example Incorrect alarm threshold Unauthorized setpoint change 
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Figure 2.2: Accidental Failures vs Malicious Failures 

2.4 Insider Errors and Configuration Risks 

OT systems rely on engineers, operators, maintenance teams, and vendors. This makes 

insider-related risk a practical reality. Insider risk does not always mean malicious intent. In OT, 

insider error is often caused by rushed decisions, unclear procedures, lack of documentation, or 

poor access governance. 

Common insider risk situations 

a) Shared accounts on HMI or engineering workstation 

b) Temporary access not revoked after maintenance 

c) Settings changed without documenting why 

d) Bypassing approvals to “fix quickly” 

Table 2.3: Configuration Risk Examples (Defensive) 

Risk Area What Can Go Wrong Operational Impact 

Setpoints Wrong control limit entered Unsafe pressure/flow behavior 

Network settings Wrong IP/gateway assigned Loss of controller visibility 

Access permissions Excess privilege given Unauthorized changes become possible 

Time sync Incorrect system time Logs become unreliable 

Firmware versions Unknown firmware on device Untracked vulnerabilities/bugs 

Mini Checklist: Safe Configuration Practice 

• Maintain versioned backups 

• Use change approval records 

• Validate changes during maintenance windows 

• Keep role-based access controls 
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2.5 Malware Spillover from IT to OT Networks 

Malware spillover is one of the most realistic OT cyber risks. It happens when malware that 

originates in the IT environment enters OT through shared infrastructure, connected laptops, USB 

media, remote access tools, or unmanaged gateways. OT networks may have weaker endpoint 

security due to legacy systems and operational constraints, making spillover impacts more 

disruptive. 

Typical spillover routes 

a) Email or web-based infection on IT device 

b) Infected laptop brought for maintenance 

c) USB transfer of files to engineering workstation 

d) Improperly segmented network connection between IT and OT 

Table 2.4: Spillover Pathways and Defensive Controls 

Pathway Example Defensive Control (Non-Exploit) 

Maintenance laptop Vendor laptop connects to OT Use approved clean device policy 

USB media Firmware/config transfer Scan + restrict + log usage 

Flat network IT and OT share same LAN Segmentation + OT DMZ 

Remote access Vendor remote tools Jump host + time-bound access 

 

Figure 2.3: IT-to-OT Spillover Path 
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2.6 Defense-in-Depth Concept for Industrial Systems 

Defense-in-depth means using multiple protective layers so that failure of one control does 

not lead to total compromise. OT environments use layered defense because single controls are 

not sufficient, especially when availability constraints restrict aggressive security actions. 

Defense-in-depth layers may include: 

• governance and policies 

• access control and authentication 

• segmentation and network boundaries 

• monitoring and alerting 

• backups and recovery readiness 

Table 2.5: Defense-in-Depth Layers in OT 

Layer Purpose Example Control 

Policy & process Prevent unsafe changes Change control approvals 

Identity & access Restrict who can act Role-based access 

Network boundaries Control pathways Zones and conduits 

Monitoring Detect anomalies Logs, offline pcap review 

Resilience Recover safely Backups + tested restoration 

 

Figure 2.4: Defense-in-Depth Stack 
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2.7 Zones and Conduits Model 

IEC 62443 introduces the idea of organizing systems into zones based on function and risk, 

and connecting them using controlled conduits. The goal is to limit blast radius, control access 

pathways, and ensure that critical devices are protected from unnecessary exposure. 

• Zone: A group of assets with similar security needs 

• Conduit: A controlled communication path between zones 

Table 2.6: Example Zones in a Small Industrial Setup 

Zone Typical Assets Why It Matters 

Field zone Sensors, actuators Direct physical interaction 

Control zone PLCs, controllers High criticality control logic 

Supervisory zone HMI, SCADA Operator access point 

OT DMZ historians/proxies boundary between IT and OT 

Enterprise IT emails, ERP common malware entry point 

 

 

Figure 2.5: Zones and Conduits Sketch 

2.8 NIST Cybersecurity Framework Explained 

The NIST Cybersecurity Framework provides a structured approach to managing cyber risk 

using five functions. In OT, these functions must be interpreted in ways that respect safety and 

minimal disruption. 

NIST CSF Functions (OT View) 

• Identify: know assets, risks, owners 

• Protect: restrict access, harden, segment 

• Detect: monitor events and anomalies 

• Respond: containment with safety checks 

• Recover: restore and validate operations 

Table 2.7: NIST CSF in OT Context 

Function OT Meaning Simple Example 

Identify Know what you run Inventory PLCs and HMIs 

Protect Reduce chance of incident Vendor access windows 
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Detect Notice abnormal behavior Alerts on unusual tag writes 

Respond Act safely and quickly Containment + evidence note 

Recover Restore and learn Backup restore + review 

 

Figure 2.6: NIST CSF 5-Function Cycle 

2.9 Mapping Threats to Preventive and Detective Controls 

Threats become manageable when mapped to controls. Preventive controls reduce the 

chance of an incident. Detective controls improve visibility and shorten response time. In OT, 

both must be designed carefully so operations are not disrupted. 

Table 2.8: Threat-to-Control Mapping (Practical OT View) 

Threat Preventive Control Detective Control 

Misconfiguration Change approvals + templates Change log review 

Insider error Least privilege + training Access audit trails 

Malware spillover Segmentation + clean device 
policy 

Endpoint alerts + network 
anomalies 

Unauthorized 
access 

MFA on jump host + time 
windows 

Login anomaly alerts 

Physical access Lock cabinets + badges CCTV logs + access register 

In-Class Task: 

Solo: Pick one threat and map it to 3 controls using: Identify, Protect, Detect. 

2.10 Analysis of Public Industrial Cyber Incidents (Defensive) 

Publicly reported industrial incidents often reveal consistent lessons: 

• poor segmentation between IT and OT 

• inadequate monitoring and log retention 

• weak access governance and vendor control 

• lack of tested recovery plans 

Students should analyze incidents as learning materials, not as attack blueprints. The goal is to 

extract operational lessons and understand “what could have prevented the disruption.” 
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Table 2.9: Incident Learning Template (Safe Classroom Format) 

Item What to Capture 

Sector Power / water / manufacturing / transport 

High-level impact downtime, safety risk, operational disruption 

Likely weakness segmentation, access, monitoring, backups 

Defensive lesson policy or control improvement 

What to change one practical action for a small cell 

Homework  

Find a public ICS advisory headline and summarize: impact + lesson + one preventive 

control + one detective control. 

2.11 Summary 

This chapter explained the OT threat landscape through a defensive lens, emphasizing that 

OT incidents may come from accidental failures, insider errors, misconfigurations, and malware 

spillover from IT networks. It introduced defense-in-depth as a layered strategy for industrial 

systems and presented two key frameworks for structured OT security thinking: IEC 62443 zones 

and conduits, and the NIST Cybersecurity Framework functions. Learners also practiced mapping 

threats to preventive and detective controls and learned how to extract practical lessons from 

public industrial cyber incidents safely. 

2.12 Key Terms 

• Threat 

• Vulnerability 

• Misconfiguration 

• Insider Error 

• Malware Spillover 

• Defense-in-Depth 

• Zone 

• Conduit 

• IEC 62443 

• NIST Cybersecurity Framework (CSF) 

• Preventive Control 

• Detective Control 

• Safety-First Response 

2.13 Review Questions  

A. Multiple Choice Questions (MCQs) 

1. Which OT risk is most commonly caused without malicious intent? 

a) Misconfiguration 

b) Encryption failure 

c) Blockchain error 

d) Graphic rendering bug 
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2. Malware spillover most often occurs when: 

a) OT systems are fully isolated 

b) IT infections reach OT via shared links/devices 

c) PLCs use only analog signals 

d) HMIs are not installed 

3. Defense-in-depth means: 

a) Using one strong control only 

b) Using multiple layered controls 

c) Disabling all logs 

d) Avoiding documentation 

4. In IEC 62443, a “zone” is best described as: 

a) A video streaming channel 

b) A group of assets with similar security needs 

c) A type of password 

d) A cloud storage folder 

5. In NIST CSF, “Detect” mainly refers to: 

a) Buying new hardware 

b) Monitoring and identifying abnormal events 

c) Increasing social media posts 

d) Changing UI themes 

B. Short Answer Questions 

1. Explain the difference between accidental failures and malicious activities in OT. 

2. List three common causes of insider-related OT risk. 

3. What is malware spillover and give two spillover pathways. 

4. Write a simple defense-in-depth stack for a pump control cell (at least 4 layers). 

5. Explain zones and conduits using a small OT cell example. 
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MODULE 03 

3. Embedded Systems Fundamentals and Secure Boot Concepts 

3.1 Introduction and Module Overview 

Embedded systems form the computational core of industrial automation, power systems, 

instrumentation, and control engineering. For EEE and ECE students, microcontrollers and 

embedded firmware are not abstract concepts but practical tools used to sense physical parameters, 

execute control logic, and drive actuators reliably in real time. As industrial systems become more 

connected, the security of these embedded components has become a critical concern. 

This module introduces the internal structure of microcontrollers, the role of real-time 

operating systems (RTOS), and the lifecycle of embedded firmware. It then explains secure boot 

and firmware integrity concepts at a non-operational, defensive level, focusing on why these 

mechanisms exist rather than how to break or bypass them. The module also highlights physical 

debug interfaces such as UART and JTAG and explains why strict access policies are essential in 

both industrial deployments and academic laboratories. 

The objective of this chapter is to help learners understand where embedded security 

begins and how design-time and deployment-time decisions influence the overall safety and 

trustworthiness of OT systems. 

3.2 Overview of Microcontrollers Used in Industrial Systems 

Microcontrollers (MCUs) are compact computing units that integrate processing, memory, 

and peripherals into a single chip. In industrial systems, MCUs are designed for reliability, 

deterministic behavior, and long-term operation rather than high computational performance. 

Industrial microcontrollers are commonly used in: 

• PLC internal control modules 

• Motor drives and variable frequency drives 

• Protection relays and intelligent electronic devices 

• Sensors with embedded intelligence 

• Control panels and embedded HMIs 

Unlike consumer devices, industrial MCUs often operate continuously for years under harsh 

conditions such as electrical noise, temperature variation, and vibration. 

Table 3.1: Characteristics of Industrial Microcontrollers 

S.No Characteristic Description 

1 Deterministic timing Predictable execution for control tasks 

2 Long lifecycle Designed for 10–30 years of use 

3 Low power consumption Suitable for continuous operation 

4 Integrated peripherals ADC, timers, communication modules 

5 High reliability Tolerant to industrial environments 
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3.3 Basic MCU Architecture (CPU, Memory, Peripherals) 

A microcontroller is built around three fundamental components: the CPU, memory, and 

peripherals. These elements work together to sense, compute, and control physical processes. 

Core components: 

• CPU (Central Processing Unit): Executes instructions and control logic 

• Memory: Stores program code and runtime data 

• Peripherals: Interface with external devices and signals 

 

Figure 3.1: Basic Microcontroller Architecture 

Table 3.2: MCU Architectural Components 

Component Function Industrial Relevance 

CPU Executes firmware instructions Runs control algorithms 

Flash memory Stores firmware permanently Holds control logic 

RAM Stores variables and stack Used during runtime 

Timers Generate precise timing Critical for control cycles 

ADC/DAC Analog–digital conversion Sensor and actuator interface 

Communication UART, SPI, I²C, Ethernet Device and network connectivity 

From a security perspective, understanding where code and data reside is essential. Firmware 

stored in flash memory defines system behavior, making it a critical asset to protect. 

3.4 Introduction to Real-Time Operating Systems (RTOS) 

Many industrial embedded systems use a Real-Time Operating System (RTOS) to manage 

multiple tasks efficiently. An RTOS ensures that time-critical tasks are executed within defined 

deadlines, which is essential for control and protection applications. 

An RTOS typically provides: 

• task scheduling 

• inter-task communication 

• timing services 

• resource management 

Table 3.3: Bare-Metal vs RTOS-Based Systems 

Aspect Bare-Metal System RTOS-Based System 

Task handling Single loop logic Multiple concurrent tasks 
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Timing control Manual OS-managed 

Complexity Low Moderate 

Scalability Limited High 

Typical use Simple controllers Complex industrial devices 

RTOS-based systems improve structure and reliability but also introduce additional 

configuration and access considerations that must be managed carefully. 

3.5 Tasks, Scheduling, and Timing Constraints 

In an RTOS environment, applications are divided into tasks. Each task performs a specific 
function, such as reading a sensor, updating control logic, or communicating data. 

Key concepts: 

• Task: Independent unit of execution 

• Scheduling: Deciding which task runs when 

• Deadline: Maximum allowable execution time 

 

Figure 3.2: RTOS Task Scheduling Concept 

Table 3.4: Task Scheduling Concepts 

Term Meaning Example 

Priority Importance of task Emergency shutdown task 

Preemption High priority interrupts low Safety task interrupts logging 

Periodic task Runs at fixed intervals Sensor sampling every 10 ms 

Deadline Time limit for completion Control update before instability 

From a safety and security viewpoint, timing violations can cause unstable behavior. Security 
mechanisms must therefore avoid introducing delays that could violate real-time constraints. 

3.6 Firmware Lifecycle in Embedded Devices 

Firmware is the software that defines how an embedded device behaves. In industrial 
systems, firmware is treated as a controlled asset due to its direct influence on physical operations. 

Firmware lifecycle stages: 

1. Development 

2. Testing and validation 

3. Deployment 
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4. Operation 

5. Update or retirement 

Table 3.5: Firmware Lifecycle and Security Considerations 

Stage Activity Security Focus 

Development Code writing Version control, reviews 

Testing Functional validation Safety and reliability checks 

Deployment Installation Authorization and approval 

Operation Continuous execution Monitoring and logging 

Update Patching/improvement Controlled change process 

Uncontrolled firmware updates can introduce faults or unsafe behavior, making governance 
and documentation essential. 

3.7 Secure Boot: Concept and Purpose 

Secure boot is a protective mechanism that ensures an embedded device starts only with 

trusted firmware. It establishes a chain of trust from power-on to application execution. 

Conceptual secure boot flow: 

a) Device powers on 

b) Bootloader verifies firmware authenticity 

c) Only verified firmware is executed 

 

Figure 3.3: Secure Boot Conceptual Flow 
 

Table 3.6: Why Secure Boot Matters 

Aspect Benefit 

Authenticity Prevents unauthorized firmware 

Integrity Detects firmware modification 

Safety Avoids unsafe control behavior 

Trust Ensures predictable startup 

This course treats secure boot conceptually, focusing on why it is used, not how it is bypassed. 

3.8 Firmware Integrity and Digital Signatures 

Firmware integrity ensures that the code running on a device has not been altered since it 

was approved. Digital signatures are commonly used to verify integrity and authenticity. 

Key ideas: 

• Firmware is signed during development 

• Device verifies signature before execution 
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• Invalid firmware is rejected 

Table 3.7: Firmware Integrity Concepts 

Term Meaning 

Digital signature Cryptographic proof of origin 

Verification Checking firmware authenticity 

Key management Protection of signing keys 

Integrity check Detecting unauthorized changes 

Firmware integrity supports safe operation by preventing unintended or malicious modifications. 

3.9 Physical Interfaces (UART, JTAG) and Security Policies 

Debug interfaces such as UART and JTAG are essential during development and testing. 

However, if left uncontrolled in deployed systems, they can expose sensitive system access. 

Common physical interfaces: 

• UART: Serial communication for logs/debug 

• JTAG: Low-level hardware debugging 

 

Figure 3.4: Physical Debug Interfaces on MCU 

Table 3.8: Physical Interface Risks and Controls 

Interface Purpose Security Policy (Conceptual) 

UART Logging/debug Disable or restrict in production 

JTAG Hardware debug Lock or remove access 

USB Firmware/config Allow only authorized devices 

Test pins Factory testing Seal after deployment 

Physical access control is a fundamental part of embedded security. 

3.10 Secure Handling of Development Boards in Labs 

Academic laboratories often use development boards for learning. These boards represent 

real embedded systems and must be handled responsibly to instill good security practices. 

Secure lab practices: 

• Label and inventory boards 

• Restrict firmware flashing rights 

• Avoid shared credentials 

• Reset boards after experiments 
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Table 3.9: Secure Lab Handling Checklist 

Rule Purpose 

Track board ownership Prevent misuse 

Use approved firmware Maintain consistency 

Disable unused ports Reduce exposure 

Document changes Enable accountability 

Restore defaults Prepare for next user 

Teaching secure handling habits prepares students for real industrial environments. 

3.11 Summary 

This chapter explained the internal structure of microcontrollers, the role of RTOS in 

managing real-time tasks, and the lifecycle of embedded firmware in industrial systems. It 

introduced secure boot and firmware integrity as foundational trust mechanisms and highlighted 

the risks associated with physical debug interfaces. By emphasizing secure development and 

handling practices, the chapter establishes a strong foundation for understanding embedded 

security in OT environments. 

3.12 Key Terms 

• Microcontroller (MCU) 

• Embedded System 

• Real-Time Operating System (RTOS) 

• Task Scheduling 

• Firmware 

• Secure Boot 

• Digital Signature 

• Firmware Integrity 

• UART 

• JTAG 

3.13 Review Questions 

A. Multiple Choice Questions (MCQs) 

1. Which feature is most critical for industrial microcontrollers? 

a) High graphics performance 

b) Deterministic timing 

c) Social media connectivity 

d) Cloud storage 

2. The main purpose of an RTOS is to: 

a) Increase screen resolution 

b) Manage real-time task execution 
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c) Replace firmware 

d) Eliminate sensors 

3. Secure boot primarily ensures that: 

a) The device boots faster 

b) Only trusted firmware is executed 

c) All ports are open 

d) Debugging is enabled 

4. Which interface provides low-level hardware debugging access? 

a) ADC 

b) SPI 

c) JTAG 

d) GPIO 

5. Why should debug interfaces be restricted in production systems? 

a) They consume power 

b) They can expose sensitive control access 

c) They reduce performance 

d) They are expensive 

B. Short Answer Questions 

1. Explain the basic components of a microcontroller. 

2. What is the role of an RTOS in industrial embedded systems? 

3. Describe the firmware lifecycle in an OT device. 

4. Why is secure boot important in safety-critical systems? 

5. List four secure practices for handling development boards in labs. 
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MODULE 04 

4. Industrial Communication Protocols – A Security View 

4.1 Introduction and Module Overview 

Industrial Communication Protocols form the nervous system of Operational Technology 

(OT) environments. They enable sensors, controllers, supervisory systems, and operator interfaces 

to exchange information required for safe and continuous operation. Unlike general IT 

communication protocols, OT protocols are designed with determinism, simplicity, and reliability 

as primary goals. Many of them were created long before cybersecurity threats became a major 

concern. 

This module introduces the most commonly encountered industrial communication 

patterns and protocols from a defensive and monitoring-oriented perspective. Students will 

study Modbus, MQTT, and OPC UA at a conceptual level, focusing on how data flows, what 

metadata is exchanged, and why visibility is critical for safety and security. The module avoids 

exploit details and instead trains learners to recognize normal communication behavior, 

understand timing patterns, and identify what should be logged and monitored without disrupting 

operations. 

The objective of this chapter is to help learners understand how OT systems talk, what 

information is valuable for defensive monitoring, and how protocol-level awareness supports safer 

industrial cybersecurity practices. 

4.2 Role of Communication Protocols in OT 

In OT environments, communication protocols enable coordination between physical 

processes and digital control logic. These protocols allow controllers to read sensor values, send 

control commands, synchronize operations, and report system status to operators. 

Key purposes of OT communication protocols: 

a) Transfer of real-time process data 

b) Execution of control commands 

c) Reporting alarms and events 

d) Synchronization between devices 

OT protocols prioritize predictability and low overhead. Messages are often short, repetitive, 

and exchanged at fixed intervals. This predictability is helpful for operations but also means 

abnormal behavior can often be detected through careful monitoring. 

Table 4.1: Role of Communication Protocols in OT 

S.No Function Description Example 

1 Data acquisition Collect sensor readings Temperature sent to PLC 

2 Control commands Issue operational instructions Start/stop motor 

3 Monitoring Provide system status Flow rate shown on HMI 

4 Alarm reporting Signal abnormal conditions Pressure limit exceeded 

5 Coordination Synchronize devices Interlocked operations 
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4.3 Polling-Based Communication: Modbus (Conceptual) 

Modbus is one of the oldest and most widely used industrial protocols. It follows a polling-

based communication model, where a master device (such as a PLC or SCADA system) requests 

data from slave devices (such as sensors or remote I/O modules). 

Key characteristics of Modbus: 

• Request–response communication 

• Simple message structure 

• Deterministic and predictable timing 

• Common in legacy and modern systems 

 

Figure 4.1: Modbus Polling Communication 

Table 4.2: Modbus Communication Overview 

Aspect Description 

Communication model Master–slave 

Data access Read/write registers 

Typical use PLC to field device communication 

Timing Cyclic polling 

Security focus Visibility and access control 

From a security perspective, Modbus traffic is often easy to recognize due to its repetitive 
nature. Any unexpected function request, timing deviation, or new device communication may 
indicate misconfiguration or abnormal behavior. 

4.4 Publish/Subscribe Communication: MQTT 

MQTT is a lightweight messaging protocol widely used in modern industrial and IoT 
environments. It follows a publish/subscribe model, where devices publish messages to topics, 
and other devices subscribe to topics of interest. 

Key components: 

• Publisher: Sends data 

• Subscriber: Receives data 

• Broker: Manages message distribution 
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Figure 4.2: MQTT Publish/Subscribe Model 

 
Table 4.3: MQTT Communication Characteristics 

Feature Explanation 

Communication model Publish/subscribe 

Message routing Topic-based 

Bandwidth usage Very low 

Common use Sensors, telemetry, analytics 

Security concern Topic access control 

From a defensive viewpoint, monitoring MQTT involves understanding topic structures, 

message frequency, and retained messages. Unexpected topic usage or unusual publishing rates 

can indicate configuration issues or misuse. 

4.5 Service-Oriented Communication: OPC UA 

OPC UA (Unified Architecture) is a modern, service-oriented industrial communication 

standard. It supports structured data models, secure communication, and interoperability between 

different vendors and systems. 

Key features of OPC UA: 

• Client–server or publish/subscribe modes 

• Structured information models 

• Built-in support for authentication and encryption 

• Platform-independent design 

 

Figure 4.3: OPC UA Client–Server Communication 
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Table 4.4: OPC UA at a Glance 

Aspect Description 

Data model Object-oriented 

Communication style Service-oriented 

Typical use SCADA, MES, analytics 

Security design Integrated (conceptual) 

Monitoring focus Access patterns and events 

Even though OPC UA supports stronger security features, misconfiguration or poor access 

governance can still introduce risk. Visibility into who accesses which nodes and how often 

remains important. 

4.6 Message Structure and Metadata in OT Protocols 

OT messages typically contain both data values and metadata. Metadata provides context 

about the communication and is extremely valuable for monitoring and forensic analysis. 

Common metadata fields: 

a) Source device 

b) Destination device 

c) Timestamp 

d) Function or command type 

e) Status or error codes 

Table 4.5: OT Message Metadata Examples 

Metadata Field Meaning Why it Matters 

Source ID Originating device Identify who sent the message 

Destination ID Receiving device Track communication paths 

Timestamp Time of transmission Correlate events 

Function code Type of operation Detect unusual commands 

Status flag Success or error Identify failures 

Understanding metadata allows engineers to build meaningful logs without inspecting sensitive 

payload data. 

4.7 Timing, Heartbeats, and Keep-Alive Messages 

Timing is critical in OT communication. Many systems rely on periodic messages and 

heartbeat signals to confirm that devices are operating correctly. 

Timing concepts: 

• Heartbeat: Regular “I am alive” message 

• Keep-alive: Maintains session or connection 

• Cycle time: Fixed interval for data exchange 
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Figure 4.4: Timing and Heartbeat Concept 

 
Table 4.6: Timing Indicators in OT Networks 

Indicator Purpose Example 

Heartbeat Device health check Status message every second 

Cycle time Control loop timing Sensor read every 10 ms 

Timeout Failure detection Alarm if no message 

Jitter Timing variation Indicates instability 

Abnormal timing patterns often reveal faults, network congestion, or unintended 

configuration changes. 

4.8 Importance of Logging and Event Visibility 

Logging provides historical evidence of system behavior. In OT, logs must be designed 

carefully so that they do not overload devices or interfere with real-time control. 

Why logging matters: 

• Supports troubleshooting 

• Enables anomaly detection 

• Assists incident response 

• Improves accountability 

Table 4.7: Logging in OT – What and Why 

Log Type Captured Information Benefit 

Communication logs Who talked to whom Network visibility 

Event logs Alarms and state changes Operational awareness 

Access logs Login and configuration changes Accountability 

Error logs Faults and failures Maintenance insight 

Logs should be collected passively and reviewed offline whenever possible. 

4.9 What to Monitor Without Disrupting Operations 

OT monitoring must be non-intrusive. Aggressive scanning or probing can disrupt 

sensitive systems. Therefore, monitoring focuses on passive observation and analysis. 
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Safe monitoring practices: 

a) Use offline packet captures 

b) Analyze exported logs and CSV files 

c) Track trends rather than individual packets 

d) Monitor deviations from baseline behavior 

Table 4.8: Safe Monitoring Focus Areas 

Area What to Observe Reason 

Traffic volume Sudden increases/decreases Detect anomalies 

Device communication New or missing devices Identify changes 

Command types Rare or unusual operations Spot misconfigurations 

Timing patterns Delays or jitter Detect instability 

Error rates Repeated failures Identify faults 

This approach aligns with safety-first OT cybersecurity principles. 

4.10 Protocol-Level Risk Awareness 

Each protocol carries unique risks due to its design assumptions and usage patterns. Risk 

awareness does not mean exploiting weaknesses but understanding where caution is required. 

Table 4.9: Protocol-Level Risk Awareness (Conceptual) 

Protocol Risk Area Defensive Awareness 

Modbus No built-in security Monitor access and timing 

MQTT Topic misuse Enforce topic governance 

OPC UA Misconfigured access Review permissions and logs 

All protocols Legacy devices Compensate with segmentation 

All protocols Visibility gaps Improve logging and monitoring 

Awareness helps engineers design layered defenses and monitoring strategies. 

4.11 Summary 

This chapter examined industrial communication protocols from a defensive security 

perspective. It explained the role of protocols in OT, introduced Modbus, MQTT, and OPC UA 

at a conceptual level, and highlighted the importance of metadata, timing, and logging for safe 

monitoring. By focusing on non-intrusive observation and protocol-level risk awareness, the 

chapter reinforced the safety-first approach required for securing industrial communication 

environments. 

4.12 Key Terms 

• Industrial Communication Protocol 

• Modbus 

• MQTT 

• OPC UA 

• Polling 

• Publish/Subscribe 

• Metadata 
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• Heartbeat 

• Keep-Alive 

• Passive Monitoring 

4.13 Review Questions 

A. Multiple Choice Questions (MCQs) 

1. Which communication model is used by Modbus? 

a) Publish/subscribe 

b) Peer-to-peer 

c) Polling-based 

d) Broadcast-only 

2. In MQTT, messages are organized using: 

a) Registers 

b) Topics 

c) Ports only 

d) IP tables 

3. OPC UA is best described as: 

a) A legacy polling protocol 

b) A service-oriented industrial protocol 

c) A consumer messaging app 

d) A hardware interface 

4. Why is passive monitoring preferred in OT? 

a) It is cheaper 

b) It avoids disrupting real-time operations 

c) It collects less data 

d) It replaces firewalls 

5. Which metadata field helps correlate events across systems? 

a) Color code 

b) Timestamp 

c) Font size 

d) Screen resolution 

B. Short Answer Questions 

1. Explain the role of communication protocols in OT systems. 

2. Describe the basic working principle of Modbus communication. 

3. What is the publish/subscribe model in MQTT? 

4. Why is timing analysis important in OT monitoring? 

5. List four safe monitoring practices for industrial networks. 
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MODULE 05 

5. Asset Inventory and Risk Register for OT Systems 

5.1 Introduction and Module Overview 

Asset visibility is the foundation of cybersecurity in Embedded and Operational Technology 

(OT) environments. Unlike IT systems, where assets are frequently scanned and updated 

automatically, OT environments consist of long-lived devices such as PLCs, sensors, drives, and 

HMIs that may operate for decades. Many industrial incidents occur not because of advanced 

attacks, but because organizations do not clearly know what assets exist, where they are 

located, who owns them, and how critical they are to safe operations. 

This module introduces students to the systematic identification of assets in embedded and 

OT systems and explains how to document them using a structured asset inventory. It then builds 

on this foundation by introducing qualitative risk management concepts, including likelihood and 

impact assessment, and the development of a simple OT-focused risk register. The chapter 

emphasizes that asset inventory and risk registers are defensive tools that support safety, 

availability, and controlled decision-making rather than technical exploitation. 

5.2 Importance of Asset Visibility in Cybersecurity 

In OT systems, it is impossible to protect what is not known. Asset visibility provides 

engineers and operators with a clear understanding of the system landscape and enables informed 

security and safety decisions. 

Why asset visibility is critical: 

a) Identifies what needs protection 

b) Supports impact analysis during incidents 

c) Enables prioritization of limited security resources 

d) Improves accountability and ownership 

e) Reduces accidental disruptions during maintenance 

Without a complete asset inventory, changes may be applied blindly, increasing the risk of 

unintended downtime or unsafe behavior. 

Table 5.1: Consequences of Poor Asset Visibility 

Issue What Happens Operational Impact 

Unknown devices Assets not documented Hidden risks remain unmanaged 

Unclear ownership No responsible person Delayed response to issues 

Missing firmware data Unknown software state Unsafe updates or incompatibility 

No network mapping Unclear communication paths Troubleshooting becomes difficult 

No criticality ranking All assets treated equally Critical systems underprotected 

 

5.3 Types of Assets in Embedded and OT Environments 

Assets in OT environments are not limited to hardware devices. They include software, 

configurations, data, and even documentation that supports safe operation. 
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Major asset categories: 

• Hardware assets: physical devices 

• Software assets: firmware and applications 

• Network assets: communication paths and equipment 

• Data assets: configurations, logs, setpoints 

• Support assets: documentation and procedures 

Table 5.2: Asset Types in OT Systems 

Asset Category Examples Why It Matters 

Hardware PLCs, sensors, drives Direct control of physical process 

Software Firmware, logic programs Defines system behavior 

Network Switches, cables, IP links Enables communication 

Data Setpoints, alarms, logs Supports safe operation 

Documentation Drawings, manuals Ensures correct maintenance 

Recognizing all asset types helps prevent narrow security thinking that focuses only on devices. 

5.4 Creating an Asset Inventory 

An asset inventory is a structured record of all assets within a defined OT scope, such as a 

production cell, substation, or control panel. In OT environments, inventories are typically 

maintained manually using spreadsheets or asset management tools. 

Steps to create an OT asset inventory: 

1. Define the system boundary 

2. Identify all devices and supporting assets 

3. Record essential attributes 

4. Assign ownership 

5. Review and validate with stakeholders 

 

Figure 5.1: Asset Inventory Creation Flow 

Table 5.3: Sample Asset Inventory Fields 

Field Description 

Asset ID Unique identifier 

Asset name Descriptive name 

Asset type PLC, sensor, HMI, etc. 

Location Panel, room, or site 

Owner Responsible engineer/team 

Firmware/version Software state 

Network zone Control, supervisory, DMZ 

Criticality High/Medium/Low 
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The inventory should be treated as a living document and updated whenever changes occur. 

5.5 Asset Attributes: Owner, Firmware, Network Location 

Asset attributes provide context that transforms a simple list into a meaningful security tool. 

Three attributes are especially important in OT systems: ownership, firmware state, and network 

location. 

• Owner: Identifies who is accountable for the asset 

• Firmware: Indicates the logic and version controlling behavior 

• Network location: Shows communication boundaries and exposure 

Table 5.4: Why Asset Attributes Matter 

Attribute Purpose Example 

Owner Accountability Maintenance engineer assigned 

Firmware version Change tracking PLC firmware v3.2 

Network zone Exposure control Control zone 

IP address Identification 192.168.10.5 

Physical location Access control Pump panel – Section A 

Clear attributes reduce confusion during troubleshooting and incident response. 

5.6 Identifying Critical Assets (Crown Jewels) 

Not all assets are equally important. Crown jewels are assets whose compromise or failure 

would have the most severe impact on safety, operations, or compliance. 

Criteria for identifying crown jewels: 

a) Direct control over physical processes 

b) Safety-critical function 

c) Single point of failure 

d) Difficult or slow to replace 

e) High regulatory or business impact 

Table 5.5: Crown Jewel Identification Example (Pump Cell) 

Asset Reason for Criticality 

PLC controller Executes all control logic 

Safety interlock Prevents unsafe operation 

HMI setpoint screen Operator influence point 

Network switch Single communication path 

Alarm configuration Early warning mechanism 

Crown jewel identification helps focus protection and monitoring efforts where they matter most. 

5.7 Introduction to Risk Management 

Risk management in OT aims to reduce the likelihood of unsafe or disruptive events while 

preserving operational continuity. Risk is typically defined as a combination of likelihood and 

impact. 

OT risk management principles: 

• Focus on safety and availability 
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• Use qualitative assessments when data is limited 

• Integrate with existing engineering processes 

• Avoid overly complex scoring systems 

 

Figure 5.2: Basic Risk Concept 

5.8 Likelihood and Impact Assessment (Qualitative) 

Qualitative risk assessment uses descriptive levels rather than numerical calculations. This 

approach is practical and suitable for OT environments where precise probability data may not 

exist. 

Table 5.6: Likelihood Scale (Example) 

Level Description 

Low Unlikely under normal conditions 

Medium Possible during operation 

High Likely without controls 

 
Table 5.7: Impact Scale (Example) 

Level Description 

Low Minor operational inconvenience 

Medium Temporary production impact 

High Safety risk or major downtime 

 
Table 5.8: Qualitative Risk Matrix 

Likelihood \ Impact Low Medium High 

Low Low Risk Low Risk Medium Risk 

Medium Low Risk Medium Risk High Risk 

High Medium Risk High Risk Critical Risk 

This method allows teams to prioritize actions without complex calculations. 

5.9 Developing a Simple Risk Register 

A risk register documents identified risks, their assessment, and planned mitigation actions. 

In OT systems, risk registers should be simple, clear, and directly linked to operational reality. 

Table 5.9: Sample OT Risk Register 

Risk 
ID 

Asset Risk 
Description 

Likelihood Impact Risk 
Level 

Mitigation 

R1 PLC Unauthorized 
setpoint change 

Medium High High Role-based 
access 

R2 Network 
switch 

Single point of 
failure 

Low High Medium Redundant path 

R3 HMI Shared login High Medium High Unique 
accounts 
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R4 Firmware Outdated 
version 

Medium Medium Medium Planned update 

R5 Sensors Calibration drift Medium Medium Medium Periodic testing 

Risk registers should be reviewed periodically and updated when changes occur. 

5.10 Linking Risk Management with Change Control 

Risk management is most effective when integrated with change control. Any proposed 

change to an OT system should be evaluated for risk before implementation. 

Integration points: 

• Changes trigger risk review 

• Risk register updated after changes 

• Mitigation actions assigned and tracked 

• Documentation maintained for audits 

Table 5.10: Change Control and Risk Linkage 

Change Activity Risk Management Action 

Firmware update Assess safety impact 

Network change Review communication risks 

Access modification Re-evaluate insider risk 

Hardware replacement Update asset inventory 

New vendor access Update risk register 

This linkage ensures that security and safety remain aligned with operational decisions. 

5.11 Summary 

This chapter emphasized that asset inventory and risk registers are foundational elements of 

OT cybersecurity. By identifying all asset types, documenting key attributes, and distinguishing 

critical assets, organizations gain clarity and control over their systems. The chapter introduced 

qualitative risk assessment and demonstrated how simple risk registers support informed decision-

making. Integrating risk management with change control reinforces a safety-first culture and 

reduces the likelihood of disruptive or unsafe incidents. 

5.12 Key Terms 

• Asset Inventory 

• Asset Visibility 

• Crown Jewels 

• Likelihood 

• Risk Register 

• Qualitative Risk Assessment 

• Change Control 

• Safety-Critical Asset 
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5.13 Review Questions 

A. Multiple Choice Questions (MCQs) 

1. Why is asset visibility essential in OT cybersecurity? 

a) To increase network speed 

b) To know what systems exist and need protection 

c) To eliminate documentation 

d) To reduce training needs 

2. Which asset attribute identifies accountability? 

a) Firmware version 

b) IP address 

c) Owner 

d) Alarm limit 

3. Crown jewels are assets that: 

a) Are newest in the system 

b) Have the highest operational and safety impact 

c) Are cheapest to replace 

d) Are rarely used 

4. In qualitative risk assessment, risk is based on: 

a) Cost only 

b) Likelihood and impact 

c) Number of users 

d) Screen resolution 

5. Why should risk management be linked with change control? 

a) To slow down changes 

b) To ensure changes do not introduce unsafe risks 

c) To avoid documentation 

d) To replace audits 

B. Short Answer Questions 

1. Explain why asset inventory is critical in OT systems. 

2. List five types of assets found in embedded and OT environments. 

3. What are crown jewels and how are they identified? 

4. Describe qualitative likelihood and impact assessment. 

5. Explain how a risk register supports safer OT operations. 
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MODULE 06 

6. Network Monitoring for OT Systems  

6.1 Introduction and Module Overview 

Network monitoring is a core defensive activity in Operational Technology (OT) 

environments. Unlike IT networks, where active scanning and frequent probing are common, OT 

networks require extreme caution. Control systems operate in real time and directly influence 

physical processes. Any disruption caused by aggressive monitoring can lead to production 

downtime or unsafe operating conditions. 

This module introduces passive, safety-first network monitoring for OT systems. 

Students learn why monitoring is necessary, what ethical and legal boundaries must be respected, 

and how visibility can be achieved without interfering with operations. The chapter focuses on 

offline traffic analysis, log review, and high-level interpretation of communication patterns using 

free, open-source tools. The emphasis is on observation, understanding, and documentation, 

not exploitation. 

6.2 Purpose of Network Monitoring in OT 

The primary goal of network monitoring in OT is visibility, not control. Monitoring helps 

engineers understand how devices communicate, detect deviations from expected behavior, and 

support troubleshooting and incident response. 

Key purposes of OT network monitoring: 

a) Understand normal communication behavior 

b) Detect abnormal traffic patterns 

c) Support root-cause analysis 

d) Improve operational reliability 

e) Strengthen safety and accountability 

Monitoring provides evidence-based insight into system behavior, enabling informed decisions 

during maintenance or incidents. 

Table 6.1: Why Network Monitoring Matters in OT 

Purpose What It Enables Operational Benefit 

Visibility Know who talks to whom Reduced blind spots 

Detection Spot abnormal behavior Early warning 

Troubleshooting Diagnose faults Faster recovery 

Documentation Maintain records Audit readiness 

Learning Improve system design Long-term resilience 

 

6.3 Legal and Ethical Boundaries of Monitoring 

OT network monitoring must always comply with legal, ethical, and organizational policies. 

Engineers are responsible not only for technical correctness but also for responsible data handling 

and respect for operational boundaries. 
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Key principles: 

• Monitor only authorized systems 

• Avoid live manipulation of traffic 

• Use passive observation techniques 

• Protect sensitive operational data 

• Follow institutional and legal guidelines 

Table 6.2: Legal and Ethical Monitoring Guidelines 

Area Guideline 

Authorization Monitor only approved OT segments 

Data handling Do not expose sensitive process data 

Method Use passive capture or offline analysis 

Purpose Defensive and educational only 

Documentation Record why and how monitoring was done 

Ethical monitoring builds trust between cybersecurity teams and operations staff. 

6.4 Packet Capture vs Offline Traffic Analysis 

There is an important distinction between capturing traffic and analyzing traffic. In OT 

environments, analysis is often performed offline to eliminate any risk to live systems. 

• Packet capture: Recording network packets 

• Offline analysis: Examining saved data later 

 

Figure 6.1: Safe Monitoring Workflow 

 
Table 6.3: Packet Capture vs Offline Analysis 

Aspect Packet Capture Offline Analysis 

Timing Near real time After capture 

Risk level Must be carefully controlled Very low 

System impact Minimal if passive None 

Use case Evidence collection Learning and review 

Preferred in labs Limited Strongly preferred 

This course emphasizes offline analysis using provided datasets. 
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6.5 Introduction to Wireshark for OT Visibility 

Wireshark is an open-source packet analysis tool widely used for network troubleshooting 

and learning. In OT cybersecurity education, it is used strictly for visibility and understanding, 

not intrusion. 

Safe uses of Wireshark in OT: 

• Identify protocol types 

• Observe communication frequency 

• Recognize device roles 

• Export summaries for analysis 

 

Figure 6.2: Wireshark View of OT Traffic 
 

Table 6.4: What Wireshark Helps You See (Defensive) 

Visibility Area Example Insight 

Protocol type Modbus, MQTT, OPC UA 

Source device PLC or HMI 

Destination Field device or server 

Timing Message intervals 

Volume Traffic consistency 

Wireshark should always be used in read-only, non-injecting mode. 

6.6 Understanding Traffic Flows and Communication Patterns 

OT traffic typically follows predictable, repetitive patterns. Devices communicate at fixed 

intervals, using predefined paths and roles. Understanding these patterns is essential for 

recognizing anomalies. 

Typical OT traffic characteristics: 

a) Fixed source–destination pairs 

b) Regular timing intervals 
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c) Limited protocol diversity 

d) Stable message sizes 

Table 6.5: Normal OT Traffic Characteristics 

Characteristic Normal Behavior 

Communication path Known PLC ↔ HMI 

Frequency Consistent intervals 

Message size Stable 

Protocol usage Limited and expected 

Direction Predictable 

 

 

Figure 6.3: Normal OT Traffic Flow 

6.7 Identifying Normal vs Unusual Network Behaviour 

Once a baseline of normal behavior is understood, deviations become easier to identify. 

Unusual behavior does not automatically mean an attack; it may indicate misconfiguration, 

maintenance activity, or device malfunction. 

Examples of unusual behavior: 

• New device appearing unexpectedly 

• Sudden traffic spikes or drops 

• Irregular timing or jitter 

• Rare command types observed 

Table 6.6: Normal vs Unusual OT Traffic 

Aspect Normal Unusual 

Devices Known assets only Unknown device appears 

Timing Stable intervals Irregular delays 

Volume Predictable Sudden spike/drop 

Commands Expected set Rare or unexpected 

Errors Occasional Repeated or persistent 

Identifying unusual behavior supports early investigation and corrective action. 
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6.8 Exporting Logs and CSV Data for Analysis 

Raw packet data is often too detailed for long-term analysis. Exporting summarized data 

into CSV format allows engineers to analyze trends without deep packet inspection. 

Common exported fields: 

a) Timestamp 

b) Source and destination 

c) Protocol type 

d) Message count 

e) Error indicators 

 

Figure 6.4: Data Export and Analysis Flow 
 

Table 6.7: Benefits of CSV-Based Analysis 

Benefit Explanation 

Simplicity Easy to understand 

Safety No interaction with live systems 

Scalability Handles large datasets 

Visualization Supports charts and trends 

Documentation Easy to archive and share 

6.9 Basic Visualization of Network Data 

Visualization transforms raw numbers into patterns that are easy to interpret. Even simple 

charts can reveal important insights into OT network behavior. 

Common visualizations: 

• Traffic volume over time 

• Top communicating devices 

• Protocol distribution 

• Error frequency 

Table 6.8: Simple Visualizations for OT Monitoring 

Visualization Insight Provided 

Line chart Traffic stability over time 

Bar chart Most active devices 

Pie chart Protocol usage 

Table summary Event counts 

Visualization supports communication between technical and non-technical stakeholders. 
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6.10 Interpreting Observations Without Exploitation 

Interpreting monitoring data responsibly is critical. Observations should lead to questions 

and improvements, not assumptions of malicious intent. 

Interpretation guidelines: 

• Correlate with maintenance schedules 

• Check change records 

• Validate with operations staff 

• Document findings clearly 

• Avoid speculative conclusions 

Table 6.9: Observation Interpretation Checklist 

Step Action 

Observe Identify deviation 

Contextualize Check operational context 

Verify Confirm with logs and staff 

Document Record findings 

Improve Suggest safe corrective actions 

This approach ensures monitoring remains constructive and safety-focused. 

6.11 Summary 

This chapter introduced network monitoring in OT systems from a defensive, safety-first 

perspective. It explained why visibility is essential, outlined legal and ethical boundaries, and 

distinguished between packet capture and offline analysis. Students learned how tools like 

Wireshark can be used responsibly to understand traffic flows, establish baselines, and identify 

unusual behavior. By focusing on passive observation, CSV-based analysis, and careful 

interpretation, the chapter reinforced monitoring as a supportive activity for safety, reliability, and 

resilience. 

6.12 Key Terms 

• Network Monitoring 

• Passive Monitoring 

• Packet Capture 

• Offline Analysis 

• Traffic Baseline 

• Anomaly 

• Wireshark 

• CSV Export 

• Visualization 

• Defensive Observation 
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6.13 Review Questions 

A. Multiple Choice Questions (MCQs) 

1. Why is passive monitoring preferred in OT networks? 

a) It is faster 

b) It avoids disrupting real-time operations 

c) It replaces firewalls 

d) It generates more alerts 

2. What is the main purpose of OT network monitoring? 

a) Exploiting vulnerabilities 

b) Visibility and understanding 

c) Disabling devices 

d) Increasing bandwidth 

3. Which activity is safest for OT systems? 

a) Active scanning 

b) Packet injection 

c) Offline traffic analysis 

d) Random probing 

4. Which characteristic best describes normal OT traffic? 

a) Highly random 

b) Unpredictable timing 

c) Stable and repetitive 

d) Burst-only communication 

5. Why is CSV export useful in OT monitoring? 

a) It changes packet data 

b) It enables safe trend analysis 

c) It increases network load 

d) It hides errors 

B. Short Answer Questions 

1. Explain the purpose of network monitoring in OT systems. 

2. Why are legal and ethical boundaries important in OT monitoring? 

3. Differentiate between packet capture and offline traffic analysis. 

4. List four indicators of unusual OT network behavior. 

5. Explain how visualization helps in interpreting network data. 
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MODULE 07 

7. Network Segmentation using Zones and Conduits 

7.1 Introduction and Module Overview 

Network segmentation is one of the most effective and practical cybersecurity controls in 

Operational Technology (OT) environments. Unlike purely IT-based security mechanisms, 

segmentation directly supports safety, availability, and resilience by limiting how failures, 

misconfigurations, or cyber incidents can spread across industrial systems. In OT, segmentation is 

not about blocking everything; it is about allowing only what is necessary for safe operation. 

This module introduces the concept of network segmentation using internationally 

recognized models such as the Purdue Enterprise Reference Architecture and the IEC 62443 

zones and conduits approach. Students learn why flat networks are risky in OT, how 

communication paths should be deliberately designed, and how segmentation helps control vendor 

access and fault propagation. The chapter emphasizes conceptual design and reasoning, 

avoiding configuration or exploit-level details. 

7.2 Why Segmentation Is Critical in OT 

Historically, many industrial systems were built as flat networks where all devices could 

communicate freely. While this simplified engineering, it also created environments where a single 

issue could affect the entire system. In modern OT, connectivity has increased, and so has the 

need for controlled communication. 

Key reasons segmentation is critical: 

a) Limits the spread of faults or incidents 

b) Protects safety-critical controllers 

c) Reduces unintended interactions 

d) Improves monitoring and visibility 

e) Supports compliance with standards 

Table 7.1: Flat Network vs Segmented Network 

Aspect Flat OT Network Segmented OT Network 

Communication paths Unrestricted Explicitly defined 

Incident spread Rapid and wide Limited and contained 

Safety impact High risk Reduced risk 

Monitoring Difficult Clearer visibility 

Maintenance Risky Controlled and safer 

Segmentation helps ensure that problems remain local rather than system-wide. 

7.3 Purdue Model and OT Network Levels 

The Purdue Model is a reference architecture that describes hierarchical levels in industrial 

control systems. While not a security standard by itself, it provides a useful framework for 

understanding where systems belong and how data flows. 

Common Purdue levels: 

• Level 0: Physical process (sensors, actuators) 
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• Level 1: Basic control (PLCs, controllers) 

• Level 2: Area supervisory control (HMIs) 

• Level 3: Site operations (SCADA, historians) 

• Level 4: Enterprise IT systems 

 

Figure 7.1: Purdue Model Levels 
 

Table 7.2: Purdue Levels and Typical Assets 

Level Description Typical Assets 

0 Physical process Sensors, valves, motors 

1 Control PLCs, drives 

2 Supervisory HMI panels 

3 Operations SCADA servers, historians 

4 Enterprise ERP, email, analytics 

Understanding these levels helps engineers place boundaries and control communication paths 

logically. 

7.4 Zones and Conduits Explained 

IEC 62443 introduces the zones and conduits concept as a structured way to design 

segmentation based on risk and function. 

• Zone: A group of assets with similar security requirements 

• Conduit: A controlled communication path between zones 
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Zones group assets logically, while conduits define how and under what conditions 

communication is allowed. 

 

Figure 7.2: Zones and Conduits Concept 
 

Table 7.3: Example Zones in an OT Environment 

Zone Assets Included Security Objective 

Field zone Sensors, actuators Protect physical process 

Control zone PLCs Protect control logic 

Supervisory zone HMIs, SCADA Controlled operator access 

OT DMZ Historians, proxies Buffer between IT and OT 

Enterprise IT Business systems Prevent spillover into OT 

Zones and conduits provide a risk-based approach to segmentation. 

7.5 Role of Firewalls and Data Diodes (Conceptual) 

Firewalls and data diodes are commonly used to enforce segmentation boundaries in OT 

environments. In this course, they are discussed only at a conceptual level. 

• Firewall: Allows or blocks communication based on defined rules 

• Data diode: Enforces one-way data flow 

Table 7.4: Segmentation Control Devices (Conceptual) 

Device Purpose Typical Use 

Industrial firewall Control allowed protocols Between zones 

Data diode One-way data transfer OT to IT monitoring 

Network switch Logical separation VLAN-based segmentation 

Router Path control Zone-to-zone routing 

These devices support segmentation by enforcing communication policies defined during design. 
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Figure 7.3: Firewall vs Data Diode 
 

7.6 Jump Hosts and Vendor Access Management 

Remote access is often required for maintenance, troubleshooting, and vendor support. 

Uncontrolled remote access is a major risk in OT environments. Jump hosts provide a controlled 

entry point into sensitive networks. 

Jump host characteristics: 

• Centralized access point 

• Strong authentication 

• Session logging 

• Time-bound access 

 

Figure 7.4: Jump Host Access Flow 
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Table 7.5: Vendor Access Best Practices 

Practice Purpose 

Dedicated jump host Single controlled entry 

Time-limited accounts Reduce exposure 

Role-based access Limit privileges 

Session logging Accountability 

Approval workflow Prevent unauthorized access 

Jump hosts ensure vendor access does not bypass segmentation controls. 

7.7 Least Privilege Communication Paths 

Least privilege is a core security principle that applies to both users and network 

communication. In OT segmentation, it means allowing only the minimum communication 

necessary for operation. 

Least privilege principles: 

a) Allow only required protocols 

b) Restrict source and destination 

c) Limit communication frequency 

d) Document approved pathways 

Table 7.6: Least Privilege Communication Examples 

Communication Allowed? Reason 

PLC ↔ HMI Yes Required for control 

PLC ↔ ERP No No operational need 

Historian → IT Yes Data reporting 

IT PC → PLC Restricted High risk 

Vendor laptop → PLC Via jump host only Controlled access 

Clear communication rules reduce accidental and malicious misuse. 

7.8 Designing a Segmented Architecture for a Cell 

Designing segmentation starts at the smallest practical unit, such as a production cell or 

pump control system. This approach simplifies implementation and validation. 

Design steps: 

1. Identify assets in the cell 

2. Group assets into zones 

3. Define required communication 

4. Assign conduits with restrictions 

5. Validate against safety requirements 
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Figure 7.5: Segmented Cell Architecture 
 

Table 7.7: Cell-Level Segmentation Checklist 

Step Question 

Asset grouping Are similar-risk assets grouped? 

Communication Is each path justified? 

Access Are operators and vendors controlled? 

Monitoring Are conduits observable? 

Documentation Is the design recorded? 

Cell-level segmentation forms the building block of site-wide security. 

7.9 Resilience and Fault Isolation 

Segmentation improves resilience by ensuring that faults or incidents remain contained. If a 

device fails or behaves abnormally, segmentation prevents cascading effects across zones. 

Benefits of segmentation for resilience: 

• Fault containment 

• Easier troubleshooting 

• Safer maintenance 

• Faster recovery 
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Table 7.8: Fault Isolation Benefits 

Scenario Without Segmentation With Segmentation 

Misconfigured device Affects entire network Limited to one zone 

Malware spillover Rapid spread Contained at boundary 

Network failure Wide outage Localized impact 

Maintenance error System-wide risk Controlled effect 

Segmentation supports both cybersecurity and operational continuity. 

7.10 Case Example: Pump Cell Segmentation 

Scenario Overview 

A pump cell includes: 

• Sensors (pressure, flow) 

• PLC controlling motor 

• HMI for operator control 

• Network switch 

Zone assignment: 

• Field zone: Sensors and actuators 

• Control zone: PLC 

• Supervisory zone: HMI 

Table 7.9: Pump Cell Segmentation Example 

Zone Assets Allowed Communication 

Field Sensors, valves Sensor → PLC 

Control PLC PLC ↔ HMI 

Supervisory HMI Operator interaction only 

This segmentation ensures that operator actions and sensor data flow safely without 

exposing the PLC unnecessarily. 

7.11 Summary 

This chapter explained why network segmentation is essential in OT environments and how 

it supports safety, availability, and resilience. It introduced the Purdue Model and the IEC 62443 

zones and conduits approach as conceptual frameworks for structured segmentation. The chapter 

discussed the role of firewalls, data diodes, jump hosts, and least privilege communication paths, 

and demonstrated how segmentation improves fault isolation through a pump cell example. 

Segmentation emerges as a foundational architectural control for OT cybersecurity. 

7.12 Key Terms 

• Network Segmentation 

• Purdue Model 

• Zone 

• Conduit 

• Defense-in-Depth 
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• Firewall 

• Data Diode 

• Jump Host 

• Least Privilege 

• Fault Isolation 

7.13 Review Questions 

A. Multiple Choice Questions (MCQs) 

1. Why is network segmentation important in OT systems? 

a) To increase internet speed 

b) To limit fault and incident spread 

c) To remove documentation 

d) To simplify user interfaces 

2. In the Purdue Model, PLCs typically belong to which level? 

a) Level 4 

b) Level 3 

c) Level 1 

d) Level 0 

3. In IEC 62443, a conduit is best described as: 

a) A physical pipe 

b) A controlled communication path 

c) A type of PLC 

d) A storage device 

4. What is the primary purpose of a jump host? 

a) Increase bandwidth 

b) Provide controlled remote access 

c) Replace firewalls 

d) Store backups 

5. Least privilege communication means: 

a) Blocking all traffic 

b) Allowing only necessary communication 

c) Allowing maximum access 

d) Ignoring documentation 

B. Short Answer Questions 

1. Explain why flat OT networks are risky. 

2. Describe the Purdue Model and its relevance to OT segmentation. 

3. What are zones and conduits? 

4. Why are jump hosts important for vendor access? 

5. Explain how segmentation improves resilience and fault isolation. 
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MODULE 08 

8. Authentication, Authorization, and Key Management in OT 

8.1 Introduction and Module Overview 

Identity and access management in Operational Technology (OT) environments is 

fundamentally different from that in traditional IT systems. OT systems are designed to run 

continuously, often with minimal user interaction, and many devices were not originally built with 

modern identity controls in mind. However, as OT systems become more connected and 

accessible, controlling who can access what, when, and why becomes essential for safety and 

reliability. 

This module introduces the core concepts of authentication, authorization, and key 

management in OT environments using a non-technical, governance-focused approach. 

Students will understand common identity challenges in embedded and OT systems, the risks of 

shared credentials, and the importance of role separation. The chapter also explains access lifecycle 

management using the joiner–mover–leaver model, highlights the role of logging and audit trails, 

and discusses safe access governance for vendors and contractors. 

8.2 Identity Management Challenges in OT 

OT identity management faces unique constraints due to legacy devices, real-time 

requirements, and long system lifecycles. Many controllers and HMIs were designed for trusted 

environments and lack fine-grained access controls. 

Common OT identity challenges: 

a) Devices with limited user management capability 

b) Long-lived shared accounts 

c) Difficulty integrating with central directories 

d) Infrequent password changes 

e) Dependence on vendor support access 

Table 8.1: Identity Challenges in OT Systems 

Challenge Description Risk 

Legacy devices No modern IAM support Weak access control 

Shared accounts Same login for many users No accountability 

Always-on systems Hard to enforce frequent changes Stale credentials 

Vendor dependence External access needed Exposure if unmanaged 

Limited logging Poor visibility Delayed detection 

These challenges require compensating controls and disciplined governance rather than 

aggressive technical enforcement. 

8.3 Authentication vs Authorization 

Authentication and authorization are closely related but serve different purposes. Confusing 

the two can lead to poor access design. 

• Authentication answers: Who are you? 

• Authorization answers: What are you allowed to do? 
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Figure 8.1: Authentication vs Authorization Flow 

Table 8.2: Authentication vs Authorization 

Aspect Authentication Authorization 

Purpose Verify identity Grant permissions 

Focus User or system identity Actions and resources 

Example Login with credentials Read-only vs control access 

Failure impact Unauthorized access Excessive privilege 

OT concern Weak verification Unsafe operations 

In OT, authorization is often more critical than authentication because excessive privileges can 

directly affect physical processes. 

8.4 Local Accounts and Shared Credentials 

Many OT devices rely on local user accounts rather than centralized identity systems. In 

some environments, shared credentials are still common due to operational convenience. 

Risks of shared credentials: 

• No accountability 

• Difficult incident investigation 

• Increased insider risk 

• Delayed access revocation 

Table 8.3: Local vs Shared Credentials 

Credential Type Advantage Risk 

Local individual account Accountability Administrative overhead 

Shared account Convenience No traceability 

Default credentials Easy setup High security risk 

Temporary account Maintenance support Often not removed 

Where individual accounts are not possible, procedural controls and logging become critical. 

8.5 Service Accounts and Role Separation 

Service accounts are non-human accounts used by applications, services, or automated 

processes. In OT, they are commonly used for data collection, historian updates, or system 

integrations. 

Principles for service account use: 

a) Assign minimal required privileges 

b) Restrict usage to specific systems 

c) Avoid interactive login 

d) Document purpose and ownership 
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Table 8.4: Role Separation in OT 

Role Typical Responsibility 

Operator Monitor and acknowledge alarms 

Engineer Modify logic and configurations 

Maintenance Perform repairs and calibration 

IT support Infrastructure and backups 

Vendor Specialized system support 

Separating roles reduces the chance that a single account can cause widespread impact. 

8.6 Key and Secret Management Concepts 

Keys and secrets include passwords, cryptographic keys, certificates, and tokens that protect 

access to systems and communications. In OT environments, managing these securely is 

challenging due to device limitations and uptime requirements. 

Key management concepts: 

• Secrets must be protected from exposure 

• Access should be limited to required systems 

• Storage methods must be appropriate for device capability 

Table 8.5: Types of Keys and Secrets in OT 

Secret Type Example Risk if Compromised 

Password HMI login Unauthorized control 

API key Data integration Data misuse 

Certificate Secure communication Loss of trust 

Firmware signing key Code authenticity Unsafe firmware execution 

Key management supports trust and integrity in OT systems. 

8.7 Password and Key Rotation Practices 

Rotation reduces the risk of long-term credential compromise. However, in OT systems, 

rotation must be carefully planned to avoid operational disruption. 

Practical rotation principles: 

a) Rotate during maintenance windows 

b) Prioritize high-risk accounts 

c) Document changes clearly 

d) Test before and after rotation 

Table 8.6: Rotation Strategy (OT-Friendly) 

Account Type Rotation Frequency Notes 

Operator accounts Periodic Balance usability and security 

Engineer accounts More frequent Higher impact access 

Service accounts Controlled Coordinate with applications 

Vendor access Per engagement Disable after use 

Rotation policies should be realistic and aligned with operational constraints. 
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8.8 Joiner–Mover–Leaver Model for OT Access 

The joiner–mover–leaver (JML) model manages access throughout a person’s lifecycle in 

the organization. 

• Joiner: New user granted access 

• Mover: Role or responsibility changes 

• Leaver: Access removed promptly 

 

Figure 8.2: Joiner–Mover–Leaver Lifecycle 

 
Table 8.7: JML Checklist for OT Environments 

Stage Required Action 

Joiner Grant role-based access 

Mover Review and adjust privileges 

Leaver Revoke access immediately 

Vendor end Disable temporary accounts 

Audit Verify access regularly 

Applying JML consistently reduces orphaned accounts and insider risk. 

8.9 Logging and Audit Trails 

Logging and audit trails provide visibility into access and activity. In OT, logs must be 

carefully designed so they do not interfere with performance. 

What to log: 

• Authentication attempts 

• Configuration changes 

• Privilege escalations 

• Remote access sessions 

Table 8.8: Audit Log Examples 

Event Why It Matters 

Login success/failure Detect misuse 

Password change Track credential updates 

Configuration change Support investigations 

Vendor session Accountability 

Access denial Identify attempted violations 

Logs support incident response, compliance, and continuous improvement. 
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8.10 Access Governance for Vendors and Contractors 

Vendors and contractors often require access to OT systems for maintenance and support. 

Poorly governed vendor access is a major source of risk. 

Vendor access governance principles: 

a) Access only when needed 

b) Time-bound permissions 

c) Use controlled entry points 

d) Monitor and log sessions 

e) Revoke access after completion 

Table 8.9: Vendor Access Governance Controls 

Control Purpose 

Jump host Controlled access point 

Approval workflow Prevent unauthorized entry 

Time windows Limit exposure 

Session logging Accountability 

Access review Confirm revocation 

Strong governance ensures external access does not undermine internal controls. 

 

8.11 Summary 

This chapter examined authentication, authorization, and key management in OT 

environments through a governance and safety-first lens. It highlighted identity challenges unique 

to embedded and industrial systems, explained the difference between authentication and 

authorization, and discussed the risks of shared credentials and unmanaged service accounts. The 

chapter introduced practical approaches to key rotation, access lifecycle management using the 

joiner–mover–leaver model, and the importance of logging and audit trails. Effective access 

governance, especially for vendors and contractors, emerges as a critical factor in maintaining safe 

and reliable OT operations. 

 

8.12 Key Terms 

• Authentication 

• Authorization 

• Identity Management 

• Shared Credentials 

• Service Account 

• Key Management 

• Password Rotation 

• Joiner–Mover–Leaver (JML) 

• Audit Trail 

• Access Governance 
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8.13 Review Questions 

A. Multiple Choice Questions (MCQs) 

1. Authentication primarily answers which question? 

a) What actions are allowed? 

b) Who are you? 

c) How fast is the network? 

d) Where is the device located? 

2. Why are shared credentials risky in OT systems? 

a) They increase performance 

b) They remove accountability 

c) They reduce configuration effort 

d) They improve availability 

3. Which principle limits access to only what is required? 

a) Maximum access 

b) Least privilege 

c) Open trust 

d) Flat networking 

4. What is the main goal of the joiner–mover–leaver model? 

a) Increase user count 

b) Manage access throughout user lifecycle 

c) Replace authentication systems 

d) Eliminate vendors 

5. Why are audit logs important in OT environments? 

a) They slow down systems 

b) They provide accountability and evidence 

c) They replace backups 

d) They hide errors 

B. Short Answer Questions 

1. Explain two identity management challenges unique to OT systems. 

2. Differentiate between authentication and authorization with an example. 

3. Why should service accounts have restricted privileges? 

4. Describe the joiner–mover–leaver model in OT access management. 

5. List four controls used for vendor access governance. 
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MODULE 09 

9. Anomaly Detection Fundamentals for OT Monitoring 

9.1 Introduction and Module Overview 

Anomaly detection in Operational Technology (OT) environments focuses on identifying 

deviations from normal behavior that may indicate faults, misconfigurations, or early signs of 

cyber or operational issues. Unlike IT security, where anomaly detection often targets malicious 

user behavior, OT anomaly detection prioritizes process stability, safety, and availability. Even 

small deviations in timing, frequency, or values can signal conditions that require attention. 

This module introduces anomaly detection as a supporting tool for monitoring, not as an 

automated decision-maker. Students learn how events, logs, and time-series data are generated in 

OT systems, how simple features can be extracted, and how baselines and thresholds are 

established. The chapter also explains common alerting challenges such as false positives and false 

negatives and introduces basic evaluation concepts such as precision, recall, and confusion 

matrices using intuitive, non-mathematical explanations. 

9.2 Why Anomaly Detection Matters in OT 

OT systems are designed to operate in stable, repetitive patterns. This predictability makes 

anomaly detection particularly useful because deviations are easier to identify and often 

meaningful. Anomaly detection helps engineers notice issues before they escalate into safety or 

availability incidents. 

Key reasons anomaly detection matters: 

a) Early identification of abnormal behavior 

b) Detection of misconfigurations and faults 

c) Support for preventive maintenance 

d) Improved situational awareness 

e) Reduced downtime and recovery effort 

Table 9.1: Value of Anomaly Detection in OT 

Purpose What It Detects Operational Benefit 

Early warning Deviations from baseline Prevents escalation 

Fault detection Equipment or network issues Faster correction 

Monitoring support Unexpected behavior Improved visibility 

Safety assurance Unsafe trends Risk reduction 

Learning Process improvement Long-term resilience 

Anomaly detection complements, but does not replace, engineering judgment and operational 
procedures. 

9.3 Events, Logs, and Time-Series Data 

OT systems continuously generate data that can be analyzed for anomalies. This data 

typically appears in three forms: events, logs, and time-series measurements. 

• Events: Discrete occurrences such as alarms or state changes 

• Logs: Records of actions or system messages 

• Time-series data: Continuous measurements over time 
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Figure 9.1: OT Data Sources for Anomaly Detection 

 

Table 9.2: OT Data Types Explained 

Data Type Description Example 

Event Single occurrence Alarm triggered 

Log entry Recorded activity Login attempt 

Time-series Continuous values Pressure over time 

Configuration data System settings Setpoint values 

Network data Communication records Message counts 

Understanding data types helps select appropriate indicators for anomaly detection. 

9.4 Feature Extraction from OT Logs 

Feature extraction means selecting measurable characteristics from raw data that help 

describe system behavior. In OT anomaly detection, features are chosen for simplicity, 

interpretability, and safety. 

Common OT features: 

a) Message count per interval 

b) Number of unique devices 

c) Frequency of specific events 

d) Error or alarm rate 

Table 9.3: Example Features from OT Logs 

Feature What It Represents 

Messages per minute Communication intensity 

Unique tags accessed Breadth of interaction 

Error count System instability 

Login attempts Access activity 

Alarm frequency Process stress 

Simple features are preferred because they are easy to explain and validate with operations staff. 
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9.5 Rate-Based and Frequency-Based Indicators 

Rate-based and frequency-based indicators measure how often certain actions or events 

occur. These indicators are well suited to OT environments because normal operation typically 

follows stable rates. 

• Rate-based indicators: Events per unit time 

• Frequency-based indicators: Occurrence patterns over intervals 

 

Figure 9.2: Rate-Based Indicator Example 

 
Table 9.4: Rate and Frequency Indicators 

Indicator Example Why Useful 

Message rate Packets per minute Detect spikes or drops 

Alarm rate Alarms per hour Identify stress conditions 

Command frequency Control actions Spot unusual operations 

Error frequency Error messages Reveal faults 

Sudden changes in these indicators often warrant investigation. 

 

9.6 Baselines and Thresholds 

A baseline represents normal system behavior under expected operating conditions. A 

threshold defines the boundary beyond which behavior is considered abnormal. 

Baseline establishment: 

• Observe system during stable operation 

• Record typical values and ranges 

• Update when system changes occur 
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Figure 9.3: Baseline and Threshold Concept 

 
Table 9.5: Baseline and Threshold Definitions 

Term Meaning 

Baseline Normal operating behavior 

Threshold Acceptable deviation limit 

Alert Triggered when threshold exceeded 

Tuning Adjusting thresholds 

Drift Gradual change in baseline 

Baselines must be reviewed periodically to remain accurate. 

9.7 Understanding False Positives and False Negatives 

No detection system is perfect. Alerts may be triggered when nothing is wrong (false 

positives) or fail to trigger when something is wrong (false negatives). 

• False positive: Alert without real issue 

• False negative: Missed real issue 

Table 9.6: Alerting Outcomes Explained 

Outcome Meaning Impact 

True positive Correct alert Desired 

False positive Unnecessary alert Alarm fatigue 

False negative Missed issue Safety risk 

True negative Correct no-alert Normal operation 

In OT, excessive false positives can lead to operators ignoring alerts, while false negatives can lead 

to unsafe conditions. 
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9.8 Precision and Recall in Alerting 

Precision and recall are simple metrics used to evaluate alerting effectiveness. 

• Precision: How many alerts were actually correct 

• Recall: How many real issues were successfully detected 

Table 9.7: Precision and Recall (Simple Interpretation) 

Metric Meaning 

High precision Few false alarms 

High recall Few missed incidents 

Low precision Too many false alerts 

Low recall Many issues missed 

OT systems often prioritize higher recall for safety-critical events, even if precision is slightly 
reduced. 

9.9 Simple Confusion Matrix Interpretation 

A confusion matrix summarizes alert outcomes in a simple table format. It helps teams 

understand where their detection approach performs well and where improvement is needed. 

 

Figure 9.4: Confusion Matrix Structure 

 

Table 9.8: Confusion Matrix (Conceptual) 
 

Actual Issue No Actual Issue 

Alert Raised True Positive False Positive 

No Alert False Negative True Negative 

By reviewing this matrix, engineers can adjust thresholds and features to improve detection 

balance. 

9.10 Practical Limits of Detection Systems 

Anomaly detection systems have practical limits, especially in OT environments. They 

should be used as decision-support tools, not automated controllers. 

Key limitations: 

a) Dependence on quality data 

b) Sensitivity to system changes 
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c) Difficulty capturing rare events 

d) Need for human interpretation 

Table 9.9: Practical Limits and Mitigations 

Limitation Mitigation 

Data gaps Improve logging 

Changing process Update baselines 

Alert fatigue Tune thresholds 

Misinterpretation Involve operations staff 

Over-automation Keep humans in the loop 

Understanding limits prevents misuse of detection systems. 

9.11 Summary 

This chapter introduced anomaly detection as a foundational monitoring concept for OT 

systems. It explained why anomaly detection matters, described OT data sources, and showed how 

simple features, rate-based indicators, baselines, and thresholds support safe monitoring. The 

chapter clarified alerting challenges through false positives, false negatives, precision, recall, and 

confusion matrix interpretation. By emphasizing interpretability and human oversight, the chapter 

reinforced anomaly detection as a supportive tool for safety and operational resilience. 

9.12 Key Terms 

• Anomaly Detection 

• Event 

• Log 

• Time-Series Data 

• Feature Extraction 

• Baseline 

• Threshold 

• False Positive 

• False Negative 

• Precision 

• Recall 

• Confusion Matrix 

9.13 Review Questions 

A. Multiple Choice Questions (MCQs) 

1. Why is anomaly detection particularly suitable for OT systems? 

a) OT traffic is random 

b) OT behavior is predictable and repetitive 

c) OT systems do not generate data 

d) OT systems change every second 

2. Which data type represents continuous measurements over time? 

a) Event 

b) Log 
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c) Time-series data 

d) Configuration file 

3. A false positive alert means: 

a) A real issue was detected 

b) An alert was raised without a real issue 

c) No alert was raised 

d) The system failed completely 

4. Precision in alerting measures: 

a) Speed of detection 

b) Percentage of correct alerts 

c) Total number of alerts 

d) Size of the dataset 

5. Why must anomaly detection results be interpreted carefully in OT? 

a) They replace operators 

b) They can affect safety decisions 

c) They are always inaccurate 

d) They increase network traffic 

B. Short Answer Questions 

1. Explain why anomaly detection is valuable in OT monitoring. 

2. List three types of data used for anomaly detection in OT. 

3. What is a baseline and why is it important? 

4. Differentiate between false positives and false negatives. 

5. Explain the purpose of a confusion matrix in evaluating alerts. 
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Module 10 

10. Incident Response and Safety in OT Environments 

10.1 Introduction and Module Overview 

Incident response in Operational Technology (OT) environments differs fundamentally 

from incident response in traditional IT systems. OT incidents are tightly coupled with physical 

processes, meaning that incorrect or rushed actions can directly affect human safety, equipment 

integrity, and environmental outcomes. As a result, OT incident response must prioritize safety 

and process continuity over speed or technical containment. 

This module introduces a structured, safety-first approach to incident response tailored for 

industrial systems. Students learn how incidents manifest in OT environments, how response 

strategies differ from IT, and why clear roles, documentation, and controlled actions are essential. 

The chapter emphasizes that incident response is not only a cybersecurity function but also an 

engineering and operational discipline. 

10.2 Nature of Incidents in Industrial Systems 

Incidents in OT systems often arise from a combination of technical, human, and 

environmental factors. Unlike IT incidents, they are not always cyber-initiated and may involve 

equipment failures or process deviations. 

Common sources of OT incidents: 

a) Equipment malfunction or degradation 

b) Configuration or logic errors 

c) Accidental human actions 

d) Malware spillover or unauthorized access 

e) Environmental or power disturbances 

Table 10.1: Types of Incidents in OT Environments 

Incident Type Description Example 

Process incident Abnormal physical behavior Over-pressure in a pipe 

Control incident Logic or setpoint error Incorrect pump speed 

Network incident Communication disruption PLC loses HMI link 

Access incident Unauthorized change Shared account misuse 

Safety incident Risk to people/equipment Interlock failure 

Recognizing the nature of an incident helps determine the appropriate response path. 

 

10.3 Difference Between IT and OT Incident Response 

Although IT and OT incident response share common principles, their priorities and 

constraints differ significantly. Applying IT response methods directly to OT environments can 

be dangerous. 

Table 10.2: IT vs OT Incident Response 

Aspect IT Incident Response OT Incident Response 

Primary priority Data protection Safety and availability 

System tolerance Can be rebooted Often cannot stop 

Response speed Immediate isolation Controlled, cautious 
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Automation Common Limited 

Impact of error Data loss Physical harm 

OT incident response requires engineering judgment and close coordination with operations. 

 

10.4 Safety-First Response Philosophy 

A safety-first philosophy ensures that response actions do not introduce new hazards. The 

goal is to stabilize the process first and investigate later. 

Core safety-first principles: 

a) Protect people and equipment 

b) Maintain safe operating conditions 

c) Avoid sudden changes 

d) Coordinate with operations staff 

e) Document actions carefully 

 

Figure 10.1: Safety-First Response Flow 

 

Table 10.3: Safety-First Decision Questions 

Question Purpose 

Is anyone at risk? Human safety check 

Is the process stable? Prevent escalation 

Can action cause harm? Avoid unsafe steps 

Is coordination needed? Ensure alignment 

Is evidence preserved? Support investigation 

Safety must always override technical curiosity or urgency. 

 

10.5 Incident Classification and Severity Levels 

Classifying incidents helps determine escalation paths and response intensity. OT 

classification considers both technical impact and safety consequences. 

Table 10.4: Example OT Incident Severity Levels 

Severity Description Typical Response 

Low Minor anomaly Monitor and log 

Medium Operational impact Controlled intervention 

High Safety or major downtime risk Immediate coordination 

Critical Active safety hazard Emergency procedures 

Clear severity definitions prevent confusion during stressful situations. 
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10.6 Roles and Responsibilities During an Incident 

Effective incident response depends on clearly defined roles. In OT environments, 

responsibilities often span engineering, operations, maintenance, and management. 

Table 10.5: Typical OT Incident Response Roles 

Role Responsibility 

Operator Observe, report, maintain safety 

Control engineer Analyze control behavior 

Maintenance staff Inspect physical equipment 

OT security lead Coordinate response actions 

Management Decision-making and communication 

Role clarity reduces delays and prevents conflicting actions. 

 

10.7 Evidence Collection and Documentation 

Evidence collection in OT must be non-intrusive and carefully planned. Over-collection or 

active probing can disrupt operations. 

Types of evidence: 

• Logs and alarms 

• Network traffic captures (offline) 

• Configuration snapshots 

• Operator observations 

Table 10.6: OT Evidence Collection Guidelines 

Guideline Reason 

Use passive methods Avoid disruption 

Timestamp all records Support correlation 

Preserve originals Maintain integrity 

Document context Aid interpretation 

Secure storage Prevent tampering 

Documentation ensures that lessons can be learned even after the incident is resolved. 

10.8 Containment Without Process Disruption 

Containment in OT focuses on limiting impact while keeping the process safe and running 

if possible. Aggressive isolation may not always be appropriate. 

Safe containment strategies: 

a) Restrict access paths 

b) Apply temporary operational limits 

c) Increase monitoring 

d) Coordinate with maintenance windows 

Table 10.7: Containment Approaches in OT 

Approach Use Case 

Network segmentation Limit spread 

Access revocation Stop misuse 

Configuration rollback Restore known-good state 
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Manual operation Maintain control 

Monitoring escalation Detect further issues 

Containment should be reversible and well-documented. 

10.9 Backup, Recovery, and Restoration 

Backups are essential for recovery, but in OT they must be handled carefully to avoid 

incompatibility or unsafe states. 

OT backup considerations: 

• Validate backups periodically 

• Store offline copies securely 

• Align restoration with operations 

Table 10.8: Backup and Recovery in OT 

Element Best Practice 

Configuration backup After approved changes 

Firmware images Version-controlled 

Restoration timing Planned and tested 

Verification Confirm safe operation 

Documentation Record restoration steps 

Recovery success is measured not only by system availability but by safe and stable operation. 

10.10 Post-Incident Review and Lessons Learned 

After an incident, a structured review helps prevent recurrence and strengthens resilience. 

The review should focus on improvement, not blame. 

Post-incident review goals: 

a) Understand root causes 

b) Evaluate response effectiveness 

c) Identify gaps in controls 

d) Improve procedures and training 

Table 10.9: Post-Incident Review Checklist 

Area Key Question 

Detection Was the incident noticed early? 

Response Were actions safe and effective? 

Communication Was coordination clear? 

Controls What failed or was missing? 

Improvement What should change next time? 

Continuous learning is a hallmark of mature OT operations. 

10.11 Summary 

This chapter presented a safety-first approach to incident response in OT environments. It 

explained the unique nature of industrial incidents, highlighted differences from IT response, and 

emphasized cautious, coordinated actions that protect people and processes. The chapter covered 

incident classification, roles and responsibilities, evidence handling, containment strategies, backup 

and recovery, and post-incident learning. Incident response in OT is shown to be a disciplined, 

human-centered process that integrates cybersecurity with engineering and operational safety. 
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10.12 Key Terms 

• Incident Response 

• Safety-First Philosophy 

• OT Incident 

• Severity Classification 

• Containment 

• Evidence Collection 

• Backup and Recovery 

• Restoration 

• Post-Incident Review 

 

10.13 Review Questions 

A. Multiple Choice Questions (MCQs) 

1. What is the primary priority during an OT incident? 

a) Speed of response 

b) Data confidentiality 

c) Safety and availability 

d) System shutdown 

2. Why can IT incident response methods be risky in OT? 

a) They are slower 

b) They may disrupt physical processes 

c) They require documentation 

d) They use automation 

3. Which role is responsible for maintaining safe operations during an incident? 

a) IT administrator 

b) Operator 

c) Auditor 

d) Developer 

4. Why is passive evidence collection preferred in OT? 

a) It is cheaper 

b) It avoids disrupting operations 

c) It collects less data 

d) It replaces backups 

5. What is the main goal of post-incident review? 

a) Assign blame 

b) Improve future resilience 

c) Increase alerts 

d) Remove documentation 
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B. Short Answer Questions 

1. Explain the safety-first philosophy in OT incident response. 

2. List three key differences between IT and OT incident response. 

3. Why is incident classification important in OT environments? 

4. Describe two safe containment strategies for OT incidents. 

5. Explain the purpose of post-incident review and lessons learned. 
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Module 11 

11. Mini-Project Design and Documentation 

11.1 Introduction and Module Overview 

The mini-project is the capstone learning activity of this course. It is designed to help 

students integrate concepts from all previous modules and apply them in a realistic but safe 

and non-exploitative manner. Rather than focusing on technical attacks or complex tools, the 

project emphasizes structured thinking, documentation, interpretation, and 

communication, which are essential skills for engineers working in embedded and OT 

environments. 

This chapter explains how to plan, execute, document, and present the mini-project titled 

“Secure-the-Cell.” Students learn how to work with a provided dataset, organize project files, 

prepare asset inventories and risk registers, summarize monitoring observations, and communicate 

findings clearly using a single-slide technical narrative. The project reinforces the idea that effective 

cybersecurity in OT begins with clarity, discipline, and safety awareness. 

11.2 Purpose of the Mini-Project 

The mini-project serves as a practical assessment of both conceptual understanding and 

applied reasoning. It mirrors real-world OT security tasks where engineers must analyze limited 

information and provide defensible recommendations. 

Key objectives of the mini-project: 

a) Apply OT security concepts to a defined system 

b) Practice asset and risk documentation 

c) Interpret monitoring data defensively 

d) Communicate findings clearly and concisely 

e) Demonstrate professional documentation skills 

Table 11.1: Learning Outcomes Addressed by the Mini-Project 

Learning Area How the Project Supports It 

Asset visibility Building an inventory 

Risk awareness Creating a risk register 

Monitoring Analyzing provided data 

Segmentation Reasoned architecture sketch 

Communication One-slide presentation 

The project focuses on how to think, not how to exploit. 

11.3 Overview of “Secure-the-Cell” Case 

The “Secure-the-Cell” case represents a small industrial control cell, such as a pump or 

motor control unit. Students are provided with a simplified dataset and contextual description. 

Typical elements of the case: 

• Field devices (sensors, actuators) 

• A controller (PLC or embedded controller) 
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• A supervisory interface (HMI) 

• Sample monitoring data (CSV/logs) 

Table 11.2: Scope of the Secure-the-Cell Case 

Element Included Purpose 

Assets Yes Inventory creation 

Network behavior Yes Monitoring analysis 

Threat data No Defensive focus 

Live systems No Safety assurance 

Exploit detail No Ethical compliance 

The case is intentionally constrained to encourage clarity and focus. 

11.4 Understanding the Provided Dataset 

The dataset supplied for the project typically includes pre-captured or synthetic OT 

monitoring data. Students are not required to perform live captures. 

Common dataset characteristics: 

• Timestamped records 

• Source and destination identifiers 

• Protocol or message type 

• Event or count-based values 

Table 11.3: Example Dataset Fields 

Field Meaning 

Timestamp When the event occurred 

Source Originating device 

Destination Receiving device 

Message count Communication volume 

Event type Alarm, status, or update 

Students should focus on patterns and trends, not deep packet content. 

11.5 Structuring Project Files and Documentation 

Professional documentation begins with good file organization. Students are required to 

follow a simple, consistent structure. 

Recommended folder structure: 

• /data – Original dataset (read-only) 

• /analysis – Processed CSVs or notes 

• /inventory – Asset inventory and risk register 

• /findings – Written observations 

• /slide – Final presentation slide 
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Table 11.4: Documentation Best Practices 

Practice Benefit 

Clear naming Easy review 

Version control Avoid confusion 

Read-only data Preserve integrity 

Separate drafts Track improvements 

Simple formats Accessibility 

This structure mirrors professional engineering deliverables. 

11.6 Preparing Asset Inventory and Risk Register 

Students must create a basic asset inventory for the cell, followed by a simple qualitative 

risk register. This reinforces the idea that cybersecurity begins with knowing what exists. 

Asset inventory should include: 

• Asset name and type 

• Role in the system 

• Criticality level 

• Ownership (assumed role) 

Table 11.5: Sample Asset Inventory (Mini-Project) 

Asset Type Role Criticality 

Pump PLC Controller Process control High 

Pressure sensor Field device Feedback Medium 

HMI panel Interface Operator control High 

Network switch Network Connectivity High 

 

Table 11.6: Sample Risk Register Entry 

Risk Asset Likelihood Impact Mitigation 

Unauthorized setpoint change PLC Medium High Role-based access 

The emphasis is on reasoning and justification, not perfection. 

11.7 Monitoring Summary and Findings 

Using the provided dataset, students prepare a short monitoring summary. This section 

should answer four key questions: 

• What happened? 

• When did it happen? 

• Where did it occur? 

• Why does it matter? 

Table 11.7: Monitoring Summary Template 

Aspect Observation 

Normal behavior Stable message rate 
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Deviation Short traffic spike 

Possible cause Maintenance activity 

Risk relevance Low but review needed 

Students must avoid speculative or accusatory language. 

11.8 Creating Effective Charts and Visuals 

Charts help transform raw data into understandable insights. Only simple and 

interpretable visuals are required. 

Recommended charts: 

• Line chart for traffic over time 

• Bar chart for top devices 

• Table summary for events 

Table 11.8: Chart Selection Guide 

Chart Type Use Case 

Line chart Trends and baselines 

Bar chart Comparisons 

Table Precise values 

Highlight note Key takeaway 

Visuals should support the message, not overwhelm the audience. 

11.9 Designing a One-Slide Technical Story 

Students must present their entire project using one slide. This constraint teaches clarity 

and prioritization. 

Recommended slide structure: 

1. Problem context – What system is analyzed 

2. Approach – Inventory, monitoring, risk review 

3. Key findings – 2–3 clear points 

4. Recommendations – Practical next steps 

Table 11.9: One-Slide Story Checklist 

Element Included? 

Clear title Yes 

Simple diagram/chart Yes 

Bullet findings Yes 

Actionable recommendations Yes 

Readable layout Yes 

The slide should be understandable within two minutes. 
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11.10 Peer Review and Refinement 

Before final submission, students exchange work with peers for review. Peer feedback helps 

identify unclear explanations and improve professionalism. 

Peer review focus areas: 

a) Clarity of reasoning 

b) Completeness of documentation 

c) Consistency with safety-first principles 

d) Quality of communication 

Table 11.10: Peer Review Feedback Template 

Aspect Feedback 

Strengths What works well 

Gaps What is unclear 

Risks Over-assumptions 

Improvements Suggested changes 

Refinement is part of professional engineering practice. 

11.11 Summary 

This chapter guided students through the design and documentation of the “Secure-the-

Cell” mini-project. It explained the purpose of the project, the scope of the case, and how to work 

with the provided dataset safely. The chapter emphasized structured documentation, asset and risk 

analysis, monitoring interpretation, and concise communication through a one-slide technical 

story. The mini-project reinforces that effective OT cybersecurity relies on discipline, reasoning, 

and clear communication, not offensive techniques. 

11.12 Submission Checklist 

Before submission, ensure the following are complete: 

• Asset inventory spreadsheet 

• Risk register (minimum five risks) 

• Monitoring summary (one page) 

• One-slide presentation 

• Proper file naming and structure 

Table 11.11: Submission Checklist 

Item Status 

Inventory completed ☐ 

Risk register completed ☐ 

Monitoring summary written ☐ 

Slide prepared ☐ 

Peer review addressed ☐ 
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Module 12 

12. Assessment, Examination, and Course Wrap-Up 

12.1 Introduction and Module Overview 

This chapter concludes the course Cybersecurity for Embedded & OT Systems and explains 

how learning is reviewed and reflected upon. The assessment approach used in this course is 

simple, relaxed, and supportive, with the main goal of encouraging students to express what 

they have understood rather than testing memory or technical depth. 

The examination and mini-project are designed to help students organize their thoughts, 

explain concepts in their own way, and gain confidence in discussing industrial cybersecurity 

topics. This chapter also helps students connect what they learned with future studies and 

professional interests. 

12.2 Examination Structure and Format 

The examination is intentionally designed to be easy to attempt and comfortable for 
students. Questions focus on understanding ideas discussed in class rather than recalling 
definitions or complex details. 

Examination format: 

• Type: Multiple Choice Questions (MCQs) 

• Duration: 30 minutes 

• Total questions: 20 

• Coverage: Important ideas from Modules 1–10 

• Difficulty level: Introductory and moderate 

Table 12.1: Examination Format Overview 

Aspect Description 

Question style Clear and concept-based 

Technical depth Minimal 

Time pressure Low 

Evaluation focus Understanding and awareness 

Learning intent Revision and reinforcement 

Students are encouraged to answer calmly using basic reasoning. 

12.3 MCQ Evaluation Approach 

MCQs are evaluated in a student-friendly manner, focusing on whether the core idea is 
understood. Questions are framed using everyday industrial situations to make them easier to relate 
to. 

MCQs mainly check: 

• Awareness of safety priorities in OT 

• Understanding of normal and unusual system behavior 

• Basic risk thinking 

• Responsible and ethical decision-making 

Table 12.2: MCQ Learning Focus 

Focus Area Expectation 

Concept understanding Basic clarity 
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Logical thinking Practical sense 

Safety awareness Correct priority 

Interpretation Simple reasoning 

There are no confusing or misleading questions. 

12.4 Mini-Project Evaluation – Supportive Perspective 

The mini-project is evaluated with emphasis on participation, effort, and explanation, 

rather than correctness in every detail. Students are encouraged to present ideas in their own style. 

Table 12.3: Mini-Project Review Criteria 

Aspect What Is Appreciated 

Understanding Correct interpretation of concepts 

Effort Genuine participation 

Explanation Clear and simple 

Presentation Organized and readable 

Thought process Logical flow 

Marks are awarded generously for attempt and clarity. 

12.5 Presentation Guidelines 

Students present their work using a single slide in a short time frame. This is meant to help 

students practice explaining ideas clearly, not to test speaking ability. 

Presentation guidance: 

• Explain the idea comfortably 

• Use simple language 

• Highlight important points 

• Suggest improvements calmly 

Table 12.4: Presentation Guidance 

Helpful Practice Reason 

Speaking naturally Builds confidence 

Using simple visuals Improves clarity 

Staying relaxed Reduces anxiety 

Keeping it short Focused explanation 

Presentations are treated as learning conversations, not evaluations. 

12.6 Learning Responsibility and Ethical Awareness 

This course encourages students to develop responsible thinking and awareness when 

working with embedded and industrial systems. Emphasis is placed on safe, ethical, and 

thoughtful use of knowledge in real-world contexts. 

Learning values promoted: 

• Responsible use of technical knowledge 

• Awareness of safety and system impact 

• Respect for industrial environments 

• Careful observation and explanation 



79 
 

Table 12.5: Learning Values Encouraged 

Value Meaning 

Responsibility Think before acting 

Safety awareness Protect people and systems 

Clarity Explain ideas simply 

Professional mindset Act thoughtfully 

These values are part of professional growth. 

12.7 Industry Relevance of Course Learning 

The knowledge gained in this course builds foundational awareness required in modern 

industrial environments. Employers value engineers who understand system safety, basic risks, and 

responsible decision-making. 

Industry-relevant outcomes: 

• Awareness of OT systems 

• Understanding safety-first thinking 

• Ability to observe and document 

• Clear technical communication 

These skills support long-term career development. 

12.8 Career Awareness and Next Steps 

This course acts as an introduction to multiple engineering pathways, including: 

• Embedded systems engineering 

• Industrial automation 

• OT networking 

• Safety and reliability engineering 

• Technical compliance and documentation 

Students are not expected to choose a specialization now. The course simply opens future 

possibilities. 

12.9 Course Feedback and Reflection 

Students are encouraged to reflect on: 

• What concepts were most interesting 

• How safety thinking changed their perspective 

• How they may apply these ideas in future learning 

Feedback is used to improve teaching and enhance future course offerings. 

12.10 Summary 

This chapter explained the assessment and course completion process in a relaxed and 

supportive manner. The examination and mini-project are designed to reinforce learning rather 

than create pressure. The course concludes by encouraging students to carry forward a mindset of 

safety awareness, responsibility, and clarity in both academic and professional settings. 


